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UNIT-1

Syllabus: Security Goals, Cryptographic Attacks, Services and Mechanisms, Mathematics of Cryptography

INTRODUCTION TO CRYPTOGRAPHY:

 An original message is known as the plaintext, while the coded message is called the ciphertext.
 The process of converting from plaintext to ciphertext is known as enciphering or encryption; restoring the

plaintext from the ciphertext is deciphering or decryption.
 The many schemes used for encryption constitute the area of study known as cryptography. Such a scheme is

known as a cryptographic system or a cipher.
 Techniques used for deciphering a message without any knowledge of the enciphering details fall into the area

of cryptanalysis.
 Cryptanalysis is what the layperson calls “breaking the code.”The areas of cryptography and cryptanalysis

together are called cryptology.

A symmetric encryption scheme has five ingredients:

Plaintext: This is the original intelligible message or data that is fed into the algorithm as input.

Encryption algorithm: The encryption algorithm performs various substitutions and transformations on the plaintext.

Secret key: The secret key is also input to the encryption algorithm.The key is a value independent of the plaintext
and of the algorithm. The algorithm will produce a different output depending on the specific key being used at the
time.The exact substitutions and transformations performed by the algorithm depend on the key.

Ciphertext: This is the scrambled message produced as output. It depends on the plaintext and the secret key.

Decryption algorithm: This is essentially the encryption algorithm run in reverse. It takes the ciphertext and the
secret key and produces the original plaintext.

TOPIC 01:

 SECURITY GOALS:

let us first discuss three security goals: confidentiality, integrity, and availability

Confidentiality:
 It is the most common aspect of information security. we need to protect our confidential information.
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 An organization needs to guard against those malicious actions that endanger the confidentiality of its
information.

 In the miltrary, concealment of sensitive information is the major concern.
 In industry, hiding some information from competitors is crucial to the operation of the organization.
 In banking, customers accounts need to be kept secret.
 Confidentiality not only applies to the storage of the information, is also applies to the transmission of

information.

Integrity:

 Information needs to be changed constantly. In a bank, when a customer deposits or withdraws
money, the balance of her account needs to be changed.

 Integrity means that changes need to be done only by authorized entities and through authorized
mechanisms.

 Integrity violation is not necessarily the result of a malicious act.

Availability:

 The third component of information security is availability.
 The information created and stored by an organization needs to be available to authorized entities.

Information is useless, if it is not available.
 The unavailability of information is just as harmful for an organization as the lack of confidentiality

or integrity.

TOPIC 02:

 Cryptographic attacks:

Cryptographic attacks can be broadly categorized into two distinct types: 1.Cryptanalytic and 2.Non-cryptanalytic.

 Cryptanalytic attacks: These attacks are combination of statistical and algebraic techniques aimed at
ascertaining the secret key of a cipher.

 These methods inspect the mathematical properties of the cryptographic algorithms and aims at
finding distinguishers of the output distribution of cryptographic algorithms form uniform
distributions.

 The objective of cryptanalysis is to find properties of the cipher which does not exist in a random
function.

 Here distinguishers means that all attacks are fundamentally distinguishers.The attacker thus guesses
the key and looks for the distinguishing property.If the property is detected,the guess is correct
otherwise the next guess is tried.

 The guessing complexity is lesser than the brute force search complexity.

 Non-cryptanalytic attacks:
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 The other types of attacks are non-cryptanalytic attacks, which do not exploit the mathematical
weakness of the cryptographic algorithm.

The  three goals of security---confidentiality,integrity,and availability---can be threatened by security
attacks.

 Attacks threatening confidentiality: In general , two types of attacks threaten the confidentiality of
information: snooping and traffic analysis.

Snooping:
 It refers to unauthorized access to or interception of data.For example,a file transferred       through

the internet may contain confidential information.
 An unauthorized entity may interrupt the transmission and use the contents for her own benefit.
 To prevent snooping, the data can be made nonintelligible to the intercepter by using encipherment

techniques.

Traffic analysis:
 Although encipherment of data may it non intelligible for the intercepter, she can obtain some

other type information by monitoring online traffic.
 For example, she can find the electronic address of the sender or the receiver.

 Attacks threatening integrity: The integrity of data can be threatened by several kinds of attacks:
modification, masquerading, replaying and repudiation.

Modification:
 After intercepting or accessing information, the attacker modifies the information to make it

beneficial to herself.
 For example, a customer sends a message to a bank to do some transaction. The attacker

intercepts the message and changes the type of transaction to benefit herself.
Masquerading:

 It happens when the attacker impersonates somebody else.
 For example, an attacker might steal the bank card PIN of a bank customer and pretend that she

is that customer.
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 For example, a user tries to contact a bank, but another site pretends that it is the bank and
obtains some information from the user.

Replaying:
 The attacker obtains a copy of a message sent by a user and later tries to replay it.

 For example , a person sends a request to her bank to ask for payment to the attacker, who has
done a job for her. The attacker intercepts  the message and sends it again  to receive another
payment from the bank.

Repudiation:

 This type of attack is different from others because it is performed by one of the two parties in
the communication:sender and the receiver.

 The sender of the message might later deny that she has sent the message; the receiver of the
message might later deny that she has received the message.

 Attacks threatening Availability: Only one this attack is denial of service.

Denial of service:
 It is very common attack.It may slow down or totally interrupt the service of a system.
 The sender sends so many bogus requests to a server that the server crashes because of heavy

load.

 Passive versus active attacks:

Passive attacks:
 The attackers goal is just to obtain information.This means that the attack does not modify

data or harm the system.
 The system continues with its normal operation.The attack may harm the sender or the

receiver of the message.
 Attacks that threaten confidentiality--snooping and traffic analysis ---are passive attacks.

Active atacks:
 An active attack may change the data or harm the system.
 Attacks that threaten the integrity and availability are active attacks.
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 These attacks are normally easier to detect than to prevent because an attacker can launch
them in a variety of ways.

TOPIC 03:

 Security services and mechanisms:

ITU-T (International Telecommunication Union-Telecommunication Standardization Sector) provides some

security services and some mechanisms to implement those services.Security services and

mechanisms are closely related because a mechanism or combination of mechanisms are used to provide a

service.

 Security services:

 Authentication: In connection oriented communication,it provides authentication of the sender and receiver

during the connection establishment.In connection-less communication, it authenticates the source of the data.

 Access Control: It provides protection against unauthorized access to data.

 Data Confidentiality: information is not made available to unauthorized individual.It is designed to prevent

snooping and traffic analysis attack.

 Data Integrity: It is designed to protect data from modification,insertion,deletion,and replaying by an

adversary, It may protect the whole message or part of the message.

 Non-Repudiation: protection against denial of sending or receiving in the communication.

 Security mechanisms:
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Encipherment :

 Encipher ,hiding or covering data,can provide confidentiality.

 It can also be used to complement other mechanisms to provide other services.

 we use two techniques---cryptography and stegnography

Data integrity:

 The data integrity mechanism appends to the data a short checkvalue that has been created by a

specific process from the data itself.

 The receiver receives the data and checks value.

 He creates a new checkvalue from the received data and compares the newly created checkvalue with

the one received.

 If two checkvalues are same,the integrity of data has been preserved.

Digital signature:

 A digital signature is a means by which the sender can electronically sign the data and receiver can

electronically verify the signature.

 The sender uses a process that involves showing that she owns a private key related to the public key

that she has announced publicly .

 The receiver uses the sender's public key to prove that the message is indeed signed by the sender

who claims to have sent the message.

Authentication exchange:

 In this two entities exchange some messages to prove their identity to each other.

 For example, one entity can prove that she knows a secret that only she is supposed to know

Traffic Padding:
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 This means inserting some bogus data into the data traffic to the adversary's attempt to use the traffic

analysis.

Routing control:

 It means selecting and continuously changing different available routes between sender and receiver

to prevent the opponent from eavesdropping on a particular route.

Notarization:

 It means selecting a third trusted party to control the communication between two entities.

 This can be done, for example,to prevent repudiation.

Access control:

 It uses methods to prove that a user has access right to the data or resources owned by a system.

 Examples of proofs are passwords and PINs

 Relation between Services and Mechanisms:

 Mathematics of Cryptography:

Cryptography is based on some specific areas of mathematics, including number theory, linear algebra and
algebraic structures.

Integer arithmetic: In integer arithmetic, we use a set and few operations.

Set of Integers: The set of integers, denoted by Z, contains all integral numbers(with no fraction)from negative
infinity to positive infinity.

z={.......,-2,-1,0,1,2.....}
Binary operations: In cryptography , we are interested in three basic operations applied to the set of integers.
A binary operation takes two inputs and creates one output.

 Three basic operations are addition, subtraction and multiplication. Each of these operations takes 2
inputs and creates 1 output.

 The two inputs come from the set of integers; the output goes into the set of integers.
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fig: Three binary operations for the set of integers

 Integer Division:
In integer arithmetic, if we divide a by n, we get q and r. The relationship between these four integers
can be shown as

a=q×n+r

In this relation , a is called the dividend; q, the quotient; the divisor; and r, the remainder.

Two Restrictions: For our purpose,we impose two restrictions.First,we require that the divisor be a
positive integer(n>0). Second,we require that the remainder be a non-negative integer(r ≥ 0).

 Divisibility: If a is not zero and we let r=0 in the division relation, we get

a=q×n

we say that n divides a.we can also say that a is divisible by n.when we are not interested in the value of  q,we
can write the above relationship as a|n.If the remainder is not zero,then n does not divide a and we can write the
relationship as a×n.

Properties:
• If a|1, then a = ±1.
• If a|b and b|a, then a = ±b.

• If a | b and b | c, then a | c
• If a|b and a|c, then a|(m×b + n×c) where m and n are arbitrary integers.

Example:
a. Since 3|15 and 15|45,according to third property, 3|45
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b. Since 3|15 and 3|9 , according to fourth property, 3|(15×2+9×4),which means 3|66

 Greatest Common Divisor: One integer often needed in cryptography is the greatest common divisor of two
positive integers. Two positive integers may have many common divisors, but only one greatest common
divisor.

fig:Common divisors of two integers

Note: The greatest common divisor of two positive integers is the largest integer that can divide both integers

 Euclidean Algorithm: Finding the greatest common divisor (gcd) of two positive integers by listing all
common divisors is not practical when two integers are large.

Fact 1: gcd(a,0)=a
Fact 2: gcd(a,b)=gcd(b,r),where r is the remainder of dividing a by b

The first fact tells us that if the second integer is 0, the greatest common divisor  is the first  one.The second
fact allows us to change the value of a,b until b becomes 0.

gcd(36,10)=gcd(10,6)=gcd(6,4)=gcd(4,2)=gcd(2,0)=2

fig: 2.7 Euclidean algorithm

 we use two variables r1 and r2, to hold the changing values during the process of reduction.They are
initialized to a and b.

 In each step, we calculate the remainder of r1 divided by r2 and store the result in the variable r.we then
replace r1 by r2 and r2 by r.
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 The steps are continued until r2 becomes 0.At this moment,we stop. The gcd(a,b) is r1.

when gcd(a,b) = 1, we say that a and b  are relatively prime

Example : Find the greatest common divisor of 2740,1760

sol:

 The Extended Euclidean Algorithm:

Given two integers a and b,we often need to find other two integers, s and t, such that
s×a+t×b=gcd(a,b)

The Extended euclidean algorithm can calculate the gcd(a,b) and at the same time calculate the value of s and t.
The algorithm and the process is shown below diagram.

 The extended euclidean algorithm uses the same number of steps as the Euclidean algorithm. However
in each step , we use three sets of calculations and exchange instead of one.

 The algorithm uses three sets of variables, r's, s's and t's.
 In each step r1,r2 and r have the same values in the Euclidean algorithm.
 The variables r1 and r2 are initialized to the values of  a and b respectively.
 The variables s1 and s2 are initialized to 1 and 0 respectively.

 The variables t1 and t2 are initialized to 1 and 0 respectively.
 The calculations of r, s and t are similar, with one warning.

Although r is the remainder of dividing r1 and r2, there is no such relationship between the other two sets.
There is only one quotient, q, which is calculated r1|r2 and used for the other two calculations.
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b.Algorithm

r=r1-q×r2 s=s1-q × s2 t=t1-q × t2

 Linear Diophantine Equations:

Although we will see a very important application of the extended Euclidean algorithm. One immediate
applications is to find the solutions to the linear Diophantine equations of two variables, an equation of type
ax+by+c.we need to find integer values for x and y that satisfy the equation.This type of equation has either no
solution or an infinite number of solutions.

Let d= gcd(a,b) , If d+c, then the equation has no solution.
If d|c , then we have an infinite number of solutions. one of them is called the particular; the

rest, general

A linear Diophantine equation of two variables is ax+by=c.

 MODULAR ARITHMETIC:
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 The division relationship (a=q × n+r) has two inputs (a and n) and two outputs (q and r).
 In modular arithmetic , we are intereted in only one of the outputs, the remainder r.we don't care about

the quotient q.
 In other words , we want to know what is the value of r when we divide a by n.
 This implies that we can change the above relation into a binary operator with two inputs a and n and

one output r.

Modulo Operator:

 The above mentioned binary operator is called the modulo operator and is shown as mod.
 The second input (n) is called the modulus. The output r is called the residue.
 The below figure shows  , the modulo operator (mod) takes an integer (a) from the set z and a positive

modulus (n) .The operator creates a nonnegative residue (r) .we can say
a mod n = r

Set of Residues: Zn

 The result of the modulo operation with modulus n is always an integer between 0 and n-1.
 In other words, the result of a mod n is always a nonnegative integer less than n.
 we can say that the modulo operation creates a set, which in modular arithmetic is referred to as the

set of least residues modulo n, or Zn.
 We have infinite instances of the set of residues (Zn),one for each value of n.

 The below figure shows  the set Zn and three instances, Z2,Z6, and Z11.
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Congruence:
 In Cryptography, we often used the concept of congruence instead of equality.
 Mapping from Z to Zn is not one-to-one.
 For example, the result of 2 mod 10 = 2,12 mod 10 = 2,22 mod 2= 2,and so on.
 In Modular arithmetic , integers like 2,12, and 22 are called congruent mod 10.
 To show that two integers congruent, we use the congruence operator (≡).
 We add the phrase (mod n) to the right side of the congruence to define the value of modulus that

makes the relationship valid. For example ,we write:

we need to explain several points.
 The congruence operator looks like the equality operator, but  there are differences. First, an equality

operator maps a member of Z to itself; the congruence operator maps a member from Z to member of
Zn. Second,  the equality operator is one-to-one ; the congruence operator is many-to-one.

 The phrase (mod n) that we insert at the right-hand-side of the congruence operator is just an
indication of the destination set (Zn).
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Residue classes:
 A residue calss [a] or [a]n is the set of integers congruent modulo n. In other words, it is the set of all

integers such that x = a (mod n). For example, if n=5, we have five sets [0],[1],[2],[3], and [4] as
shown below:

 The integers in the set [0] are all reduced to 0 when we apply the modulo 5 operation on them. The
integers in the set [1] are all reduced to a when we apply the modulo 5 operation, and so on.

 In each set, there is one element called the least(non negative) residue.
 In the set [0], this element is 0; in the set [1], this element is 1; and so on.
 The set of all of these least residues is what we have shown as Z5 = {0,1,2,3,4}.
 In other words , the set Zn is the set of all least residue modulo n.

Circular Notation:
 The concept of congruence can be better understood with the use of a circle.
 we can use a circle to show the distribution of integers in Zn.
 The below figure shows the comparison between the two. Integers 0 to n-1are spaced evenly around a

circle.
 All congruent integers modulo n occupy the same point on the circle.
 Positive and negative integers from Z are mapped to the circle in such a way that there is a symmetry

between them.

Operations in Zn:
 The three binary operations(addition, subtraction and multiplication ) that we discussed for the set Z

can also be defined for the set Zn.
 The result may need to be mapped to Zn using the mod operator as shown
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 Actually the two sets of operators are used here.
 The first set is one of the binary operators (+,-,×); the second is the mod operator.
 we need to use paranthesis to emphasize the order of operations.

Properties:
 we mentioned that the two inputs to three binary operations in the modular arithmetic can come from

Z or Zn.
 The following properties allow us to first map the two inputs to Zn before applying the three basic

operations (+,-,×).

The following shows the two steps involved in each case
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fig: Properties of mod operator

 The above figure shows the process before and after applying the above properties.
 Although the figure shows that the process is longer if we apply the above properties,we should

remember that in cryptography we are dealing with very large integers.
 For example,if we multiply a very large integer by another very large integer , we have an integer

that is too large to be stored in computer.
 The properties allow us to work with small numbers.

Inverses:

 when we are working in modular arithmetic, we often need to find the inverse of a number relative to
an operation.

 we are normally looking for an additive inverse or a multiplicative inverse.
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Additive inverse:
 In Zn, two numbers a and b are additive inverses of each other if  a+b ≡ 0(mod n)
 In Zn, the additive inverse of a can be calculated as b=n-a. For example , the additive inverse

of 4 in Z10 is 10-4=6.

In modular arithmetic, each integer has an additive inverse. The sum of an integer and its
additive inverse is congruent to 0 modulo n.

Note that in modular arithmetic, each number has an additive inverse and the inverse is unique; each number has one
and only one additive inverse. However the inverse of the number may be the number itself.

Multiplicative Inverse:

 In Zn, two numbers a and b are multiplicative inverses of each other if
a×b ≡ 1(mod n)

 For example, if the modulus is 10,then the multiplicative inverse of 3 is 7.In other words,we
have (3 × 7) mod 10 = 1.

In modular arithmetic, an integer may or may not have a multiplicative inverse. when it does, the
product of the integer and its multiplicative inverse is congruent to 1 modulo n.

It Can be proved that a has a multiplicative inverse in Zn if and only if gc(n,a)=1.In this case, a and n are said
to be relatively prime.
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The integer a in Zn has a multiplicative inverse if and only if gcd(n,a) ≡ 1( mod n)

The extended Euclidean algorithm we can find the multiplicative inverse of b in Zn when n and b are given and
inverse exists. when n and b are given and the inverse exists.

To show this, let us replace the first integer a with n(the modulus). we can say that the algorithm  can find s and t such
s × n + b × t = gcd(n,b).

However, if the multiplicative inverse of b exists, gcd(n,b) must be 1. so the relationship is

(s × n) + (b × t) = 1

The extended Euclidean algorithm finds the multiplicative inverses of b in Zn when n and b are given and
gcd(n,b)= 1.The multiplicative inverse of b is the value of t after being mapped to Zn.

fig: using the extended Euclidean algorithm to find the multiplicative inverse
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Example:

The gcd(26,11) is 1, which means that the multiplicative inverse of 11 exists. The extended Euclidean algorithm gives
t1 = -7. The multiplicative inverse is (-7)mod 26=19.In other words, 11 and 19 are multiplicative inverse in Z26.we can
see that (11 × 19)mod 26=209 mod 26=1.

Addition And Multiplication Tables:

 In addition table, each integer has an additive inverse. The inverse pairs can be found when the result
of addition is zero.
 In multiplication table, we have only three multiplicative pairs(1,1),(3,7),(9,9).The pairs can be found
whenever the result of multiplication is 1.
 Both tables are symmetric with respect to the diagonal of elements that moves from the top left to
bottom right, revealing the commutative property for addition and multiplication (a+b=b+a and a × b =b ×
a).
 The addition table also shows that each row or column is a permutation of another row or
column.This is not true for the multiplication table.
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Addition and multiplication tables for Z10

Different Sets For Addition And Multipliation:

 In cryptography, we often work with inverses.
 If the sender uses an integer, the receiver uses the inverse of that integer .
 If the operation is  addition, Zn can be used as the set of possible keys because each integer in this set

has an additive inverse.
 If the operation is multiplication, Zn cannot be the set of possible keys because only some members of

this set have a multiplicative inverse.

We need to use Zn when additive inverses are needed; we need to use  Zn
*when multiplicative

inverses are needed.

fig: some Zn and Zn
* sets

Two more sets:
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 The set Zp is same as Zn except that n is prime. Zp contains all integers from 0 to p-1.Each

member in Zp has an additive inverse; each member except 0 has a multiplicative inverse.

 The set Zp
*

is same as Zn
* except that n is prime. Zp

* contains all integers from 1 to p-1.Each

member in Zp
* has an additive and multicative inverse.

 The following shows these two sets when p=13
Z13 = {0,1,2,3,4,5,6,7,8,9,10,11,12}
Z13

* = {1,2,3,4,5,6,7,8,9,10,11,12}

 MATRICES:

Def: A matrix is a rectangular array of  l × m elements, in which l is the number of rows and m is the number of
columns.

A matrix is normally denoted with a boldface uppercase letter such as A. The element aij is located in the ith

row and jth column.Although the elements can be a set of numbers.

 If a matrix has only one row(l=1),it is called a row matrix; if it has only one column (m=1) it is called
column matrix.

 In a square matrix, in which there is the same number of rows and columns (l=m)
 An additive identity matrix, denoted as 0,is a matrix with all rows and columns set to 0's.

 An identity matrix, denoted as I, is a square matrix with 1sbon the main diagonal and 0s elsewhere.
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Operations and  Relations:

In linear algebra,one relation and four operations(addition,subtraction,multiplication and scalar multiplication) are
defined for matrices.

 Equality: Two matrices are equal if they have the same number of rows and columns and the corresponding

elements are equal. In other words, A=B if we have aij=bij for all i'a and j's.

 Addition and Subtraction: Two matrices can be added if they  have the same number of columns
and rows. This addition is shown as C=A+B.

 In this case,the resulting matrix C has also the same number of rows and columns as A or B.
 Each element of C is the sum of two correponding elements of A and B: Cij = aij + bij.

 Subtraction is the same except that each element of B is subtracted from the corresponding element
of A:dij = aij - bij

 Multiplication:
we can multiply two matrices of different sizes if the number of columns of the first matrix is the
same as  the number of rows of the second matrix.
if A is an l × m matrix and B is m × p matrix, the product of the two is a matrix C of size l × p.
If each element of matrix A is called aij ,each element of matrix B is called bjk,then each element of
matrix C , Cij, can be calculated as
cik = ∑ aij × bij =ai1 × b ij + ai2 × b 2j +..........+ aim × b mj
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Example:

 Scalar Multiplication:

We can also multiply a matrix by a number(called a scalar).If A is an l × m matrix and x is scalar,
C=xA is a matrix of size l × m,in which cij= x * aij.

Determinant: The determinant of a square matrix A of size m x m denoted as det(A) is scalar
calculated recursively as shown below:

1. If m=1 , det(A)=a11

2. If m>1, det(A) = ∑(-1)i+j x aij x det(Aij )
where Aij is a matrix obtained from A by deleting the ith row and j th column.

example: we can calcualte the deteminant of a 2X 2 matrix

Inver
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Inverses:

Matrices have both additive and multiplicative inverses.

Additive inverse:

The additive inverse of matrix A is another matrix B such that A+ B = 0.In other words, we have bij

= -aij for all values of i and j. Normally the additive inverse of A is defined by -A.

Multiplicative inverse:
The multiplicative inverse is defined only for square matrices. The multiplicative inverse of a square
matrix A is a square matrix B such that AxB=BxA=I.
Normally the multiplicative inverse of A is defined by A-1.However , matrices with real elements
have inverses only if det(A) ≠ 0.

Multiplicative inverses are only definded for square matrix

Residue  Matrices:
Cryptography uses residue matrices: matrices with all elements are in Zn . All operations on residue
matrices are performed the same as for the integer matrices except that the operations are done in
modular arithmetic. The residue matrix has a multiplicative inverse if gcd(det(A),n)=1.

Example

Congruence: Two matrices are congruent modulo n, written as A≡ B(mod n) , if they jave the same number
of rows and columns and all corresponding elements are congruent modulo n. In other words A≡ B(mod n)
if aij ≡ bij for all i's and j's.
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 Linear Congruence:
Single Variable Linear Equations:

Set of linear equations:

 we can also solve a set of linear equations with the same modulus if the matrix formed from the coefficients of
the variables is invertible.

 we make three matrices. The first is the square matrix made from the coeffients of varibles
 The second is a column matrix made from the variables.
 The third is a column matrix made from the values at the right - hand side of the congruence operator.
 We can interpret the set of equations as matrix multiplication.
 If both sides of congruence are multiplied by the multiplicative inverse of the first matrix, the result is the

variable matrix at the right hand side, which means the problem can be solved by a matrix multiplication as
shown below
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n

UNIT- II:

Syllabus:

Symmetric Encryption: Mathematics of Symmetric Key Cryptography, Introduction to Modern
Symmetric Key Ciphers, Data Encryption Standard, Advanced Encryption Standard.

TOPIC 01:

Algebraic structures:

In previous chapter we discuss some set of numbers,such as Z,Zn, Z *, Zp, Zp*.

 Cryptography requires sets of integers and specific operations that are defined for those
sets.

 The combination of the set and the operations that are applied to that elements of the
set is called an algebraic structure.

 In this we will define three common algebraic structures: groups,rings, and fields.

 GROUPS:

A Group (G) is a set of elements with a binary operation "." that satisfies four properties(or
axioms). A commutative group , also called an abelian group,is a group in which the operator
satisfies the four properties for group plus an extra property, commutativity. The four properties
for groups plus commutativity are defined as follows:
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 Closure: if a and b are elements of G, then c= a .b is also an element of G. This means
that the result of applying the operation on any two elements in the set is another
element in the set.

 Associativity: If a,b,c are elements of G, then (a . b) .c = a . (b .c).

 Commutativity: For all a and b in G, we have (a . b)=(b.a).
 Existence of Identity: For all a in G, there exists an element e, called the identity

element, such that e.a = a.e = a.
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 Existence of Inverse: For each a in G,there exists an element a', called the inverse of a,
such that a.a'=a'.a=e.

Application:

 Although a group involves a single operation, the properties imposed on the operation
allow the use of a pair of operaions as long as they are inverses of each other.

 For example, if the defined operation is addition, the group supports both addition and
subtraction , because subtraction is addition using the additive inverse. This is also true
for multiplication and division. However, a group can support only addition/subtraction
or multiplication/division operations, but not the both at the same time.

Finite Group:

A group is called a finite group if the set has a finite number of elements; otherwise, it is an
infinite group.

Order of a group:

The order of a group , |G| , is the number of elements in the group. If the group is not finite, its
order is infinite; if the group is finite, the order is finite.
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Subgroups:

A subset H of a group G is a subgroup of G if H itself is a group with respect to the operation on

G. In other words , if G = < S, .> is a group , H = <T, .> is a group under the same operation,
and T is a nonempty subset of S, then H is a subgroup of G. The above definition implies that:

1. if a and b are members of both groups, then c=a.b is also a member of both groups.
2. The group share the same identity element.
3. If a is a member of both groups, the inverse of a is also a member of both groups.
4. The group made of the identity element of G, H=< {e}, . >, is a subgroup of G.
5. Each group is a subgroup of itself.

Cyclic Subgroups:

If a subgroup of a group can be generated using the power of an element, the subgroup is called
the cyclic subgroup. The term power here means repeatedly applying the group operation to the
element:

an → a . a.......a (n times)

The set made from this process is referred to as <a>. Note that the duplicate elements must be
discarded. Note also that a0=e.

Example:

Cyclic Groups:
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 A Cyclic group is a group that is its own cyclic subgroup. The group G has a cyclic subgroup H5 =
G. This means that the group G is a cyclic group.

 In this case , the element that generates the cyclic subgroup can also generate the group itself.
 This element is referred to as a generator.
 If g is a generator, the element in a finite cyclic group can be written as,

{e,g,g2,g3,....... ,gn-=1},where gn = e

Note that a cyclic group can have many generators.

Lagrange's Theorem:

 Lagrange's theorem relates the order of a group to the order of its subgroup.
 Assume that G is a group, and H is a subgroup of G. If the order of G and H are |G| and |H|

,respectively, then based on this theorem, |H| divides |G|.

 In this example , H1=<{0},+>,H2 = <{0,2,4}, +>, H3 =<{0,3}, +>, then |H1|=1,|H2| =3, |H3| = 2.

Order of an element:

 The order of an element a in a group, ord(a),is the smallest integer n such that an = e.

 Ring:

 A ring, denoted as R = <{ ……}, ∙ , □ > , is an algebraic structure with two operations.
 The first operation must satisfy all 5 properties required for an abelian group.
 The second operation must satisfy only the first two.
 In addition, the second operation must be distributed over the first.
 Distributivity means that for all a,b, and c elements of R, we have

a □ (b ● c) = (a □ b) ●(a □c) and (a ● b) □ c =(a□ c) ● (b □ c).
 A commutative ring is a ring in which the commutative property is also satisfied for the second

operation.
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Application: A ring involves two operations. However the second operation can fail to satisfy the
third and fourth properties.

 Field:

 A field, denoted by F= <{ ……}, ● , □ > is a commutative ring in which the second operation
satisfies all five properties defined for the first operation except that the identity of the
first operation has no inverse.

Application:

A field is a structure that supports two pairs of operations that we have used in mathematics:
addition/subtraction and multiplication/division. There is an exception: division by zero is not
allowed.

o Finite fields:

 Although we have fields of infinite order, only finite fields extensively used in cryptography.
A finite field, a field with a finite number of elements,are very important structures in
cryptography.

 Galios showed that for a field to be finiter,the number of elements should be pn,where p is prime
and n is a positive integer.

 The finite fields are usually called as Galios fields and denoted as GF(pn).

GF(P) Fields:



33

 When n=1, we have GF(p)field.The field can be the set Zp ,{0,1,2,…….p-1},with two arithmetic
operations.
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 Recall that each element has an additive inverse and that nonzero elements have a
multiplicative inverse(no multiplicative inverse for 0)

Example:1

There are several things to notice about this field.First, the set has only two elements, which are
binary digits or bits(0 and 1) . second, the addition operation is actually the exclusive-or(XOR)
operation we use on two binary digits.Third , the multiplication operation is the AND operation
we use on two binary digits. Fourth, addition and subtraction are the same(XOR). Fifth,
multiplication and division are the same(AND operation).

Example :2

Although we can use the extended Euclidean algorithm to find the multiplicative inverses of
elements in GF(5), it is simpler to find each pair with the product equal to 1.They are
(1,1),(2,3),(3,2),(4,4).
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GF(pn) Fields:
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In addition to GF(p) fields,we have to know GF(pn) fields in cryptography.

Summary:

 GF(2n) FIELDS:

In cryptography, we often need to use four operations (addition, subtraction,
multiplication, and division). In other words, we need to use fields. We can work in
GF(2n) and uses a set of 2n elements. The elements in this set are n-bit words.

1. We can use GF(p) with the set Zp, where p is the largest prime number less than
2n. For example, if n=4, the largest prime less than 24 is 13.This means that we
cannot use integers 13,14,15.

2. We can work in GF(2n) and uses a set of 2n elements. The elements in this setare
n-bit words, for example, if n=3, the set is
{000,001,010,011,100,101,110,111}
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Polynomials:

Although we can directly define the rules for addition and multiplication operations on n-bit words that
satisfy the properties in GF(2n). It is easier to work with a representation of n-bit words, a polynomial of
degree n-1, A polynomial of degree n-1 is an expression of the form

f(x) = anxn + an-1xn-1 + … + a1x + a0 = ∑ aixi
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 We need to divide the result by a modulus and keep only the remainder, as in modular
arithmetic.For the sets of polynomials in GF(2n) , a group of polynomials of degree n is defined as
the modulus.

 The modulus in this case acts as a prime polynomial, which means that no polynomials in the
set can divide this polynomial.

 A prime polynomial cannot be factored into a polynomial with degree of less than
n.such polynomials are referred to as irreducible polynomial.
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Addition: Now let us define the addition operation for polynomials with coeffieients in GF(2). Addition
is very easy. We add the coefficients of the corresponding terms in GF(2).

Note that adding two polynomials of degree n-1 always create a polynomial with degree n-1,which
means that we do not need to reduce the result using the modulus.

Additive Identity:

The additive identity in a polynomial is a zero polynomial because adding the polynomial with itself
results in a zero polynomial.

Additive Inverse:

The additive inverse of a polynomial with coefficients in GF(2) is the polynomial itself. This means that
the subtraction operation is the same as the addition operation.

Multiplication:

Multiplication in polynomial is the sum of the multiplication of each term of the first polynomial
with each term of the second polynomial.we have to consider three points.
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Multiplication using a generator:

 Sometimes it is easier to define the elements of GF(2n) using a generator. In this field with
the irreducible polynomial f(x), an element in the field, a, must satisfy the relation f(a)=0.
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TOPIC 02:

 Introduction to modern block ciphers:

 Substitution or Transposition:
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 Block ciphers as permutation groups:
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 Components of Modern block cipher:

Modern block ciphers normally are keyed substitution ciphers in which the key
allows only partial mappings from the possible inputs to the possible outputs.
Modern block ciphers normally are keyed substitution ciphers in which the key allows
only partial mappings from the possible inputs to the possible outputs.
Keyless transposition ciphers : D-boxes
Keyless substitution ciphers : S-boxes
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Straight D-Boxes: A straight D-box with n-inputs and n outputs is a permutation. There are
n! possible mappings.
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 Product ciphers:
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A product cipher mode of two rounds
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Diffusion and confusion in a block cipher
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Attack on Block Ciphers:
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 Modern Stream ciphers:
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 Topic :03

DES(DATA ENCRYPTION STANDARD) :

 The Data Encryption Standard (DES) is a symmetric-key block cipher published by the
National Institute of Standards and Technology (NIST).

 DES was published in the Federal Register in March 1975 as a draft of the Federal
Information Processing Standard (FIPS).

 DES has been the most widely used symmetric-key block cipher since its publication.
NIST later issued a new standard (FIPS 46-3) that recommends the use of triple DES
(repeated DES cipher three times) for future applications.

 Overview





At the encryption site, DES takes a 64-bit plaintext and creates a 64-bit ciphertext; at the
decryption site, DES takes a 64-bit ciphertext and creates a 64-bit block of plaintext. The same
56-bit cipher key is used for both encryption and decryption.
DES structure:
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The encryption process is made of two permutations (P-boxes), which we call initial and final
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permutations, and sixteen Feistel rounds. Each round uses a different 48-bit round key
generated from the cipher key according to a predefined algorithm.

Initial and final permutations:
 The below diagram shows the initial and final permutations (P-boxes). Each of these

permutations takes a 64-bit input and permutes them according to a predefined rule.
 We have shown only a few input ports and the corresponding output ports.
 These permutations are keyless straight permutations that are the inverse of each other.
 For example, in the initial permutation, the 58th bit in the input becomes the first bit in

the output.
 Similarly, in the final permutation, the first bit in the input becomes the 58th bit in the

output. In other words, if the rounds between these two permutations do not exist,
the 58th bit entering the initial permutation is the same as the 58th bit leaving the final
permutation.
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Rounds:

 DES uses 16 rounds. Each round of DES is a Feistel cipher.
 The round takes LI-1 and RI-1 from previous round (or the initial permutation box) and

creates LI and RI, which go to the next round (or final permutation box).
 we can assume that each round has two cipher elements (mixer and swapper). Each

of these elements is invertible.
 The swapper is obviously invertible. It swaps the left half of the text with the right

half. The mixer is invertible because of the XOR operation.
 All noninvertible elements are collected inside the function f (RI-1, KI).

DES function:
 The heart of DES is the DES function. The DES function applies a 48-bit key to the

rightmost 32 bits (RI 1) to produce a 32-bit output.
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 This function is made up of four sections: an expansion D-box, a whitener (that
adds key), a group of S-boxes, and a straight D-box.

Expansion D-box:

 Since RI-1 is a 32-bit input and KI is a 48-bit key, we first need to expand RI-1 to 48
bits. RI-1 is divided into 8 4-bit sections. Each 4-bit section is then expanded to 6 bits.
This expansion permutation follows a predetermined rule.

 For each section, input bits 1, 2, 3, and 4 are copied to output bits 2, 3, 4, and 5,
respectively.

 Output bit 1 comes from bit 4 of the previous section; output bit 6 comes from bit
1 of the next section.

 If sections 1 and 8 can be considered adjacent sections, the same rule ap- plies to
bits 1 and 32. The below figure shows the input and output in the expansion
permutation.

From bit 32
32-bit input

From bit 1

Wh    itener (XOR):
After the expansion permutation, DES uses the XOR operation on the expanded right section

and the round key. Note that both the right section and the key are 48-bits in length. Also note
that the round key is used only in this operation.
S-Boxes:
The S-boxes do the real mixing (confusion). DES uses 8 S-boxes, each with a 6-bit input and a
4-bit output.
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 The 48-bit data from the second operation is divided into eight 6-bit chunks, and
each chunk is fed into a box.

 The result of each box is a 4-bit chunk; when these are combined the result is a 32-
bit text.

 The substitution in each box follows a pre-determined rule based on a 4-row by
16- column table.

 The combination of bits 1 and 6 of the input defines one of four rows; the
combination of bits 2 through 5 defines one of the sixteen columns as shown in Fig
s-box 1:

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15

0 14 04 13 01 02 15 11 08 03 10 06 12 05 09 00 07

1 00 15 07 04 14 02 13 10 03 06 12 11 09 05 03 08

2 04 01 14 08 13 06 02 11 15 12 09 07 03 10 05 00

3 15 12 08 02 04 09 01 07 05 11 03 14 10 00 06 13

s-box 2:

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15

0 15 01 08 14 06 11 03 04 09 07 02 13 12 00 05 10

1 03 13 04 07 15 02 08 14 12 00 01 10 06 09 11 05

2 00 14 07 11 10 04 13 01 05 08 12 06 09 03 02 15

3 13 08 10 01 03 15 04 02 11 06 07 12 00 05 14 09

s-box 3:

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15

0 10 00 09 14 06 03 15 05 01 13 12 07 11 04 02 08

1 13 07 00 09 03 04 06 10 02 08 05 14 12 11 15 01

2 13 06 04 09 08 15 03 00 11 01 02 12 05 10 14 07

3 01 10 13 00 06 09 08 07 04 15 14 03 11 05 02 12

s-box 4:

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15

0 07 13 14 03 00 6 09 10 1 02 08 05 11 12 04 15

1 13 08 11 05 06 15 00 03 04 07 02 12 01 10 14 09

2 10 06 09 00 12 11 07 13 15 01 03 14 05 02 08 04
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3 03 15 00 06 10 01 13 08 09 04 05 11 12 07 02 14

s-box 5:

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15

0 02 12 04 01 07 10 11 06 08 05 03 15 13 00 14 09

1 14 11 02 12 04 07 13 01 05 00 15 10 03 09 08 06

2 04 02 01 11 10 13 07 08 15 09 12 05 06 03 00 14

3 11 08 12 07 01 14 02 13 06 15 00 09 10 04 05 03

s-box 6:

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15

0 12 01 10 15 09 02 06 08 00 13 03 04 14 07 05 11

1 10 15 04 02 07 12 09 05 06 01 13 14 00 11 03 08

2 09 14 15 05 02 08 12 03 07 00 04 10 01 13 11 06

3 04 03 02 12 09 05 15 10 11 14 01 07 10 00 08 13

s-box 7:

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15

0 4 11 2 14 15 00 08 13 03 12 09 07 05 10 06 01

1 13 00 11 07 04 09 01 10 14 03 05 12 02 15 08 06

2 01 04 11 13 12 03 07 14 10 15 06 08 00 05 09 02

3 06 11 13 08 01 04 10 07 09 05 00 15 14 02 03 12

ox 8:

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15

0 13 02 08 04 06 15 11 01 10 09 03 14 05 00 12 07

1 01 15 13 08 10 03 07 04 12 05 06 11 10 14 09 02

2 07 11 04 01 09 12 14 02 00 06 10 10 15 03 05 08

3 02 01 14 07 04 10 8 13 15 12 09 09 03 05 06 11

Final Permutation:

 The last operation in the DES function is a permutation with a 32-bit input and a 32-
bit output.

 The input/output relationship for this operation is shown in Table 6.11 and follows
the same general rule as previous tables.

 For example, the seventh bit of the input becomes the second bit of the output.

Table 6.11 Straight permutation table
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16 07 20 21 29 12 28 17
01 15 23 26 05 18 31 10
02 08 24 14 32 27 03 09
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19 13 30 06 22 11 04 25

Cipher and Reverse Cipher:

First Approach:

 To achieve this goal, one approach is to make the last round (round 16) different
from the others; it has only a mixer and no swapper.

 Although the rounds are not aligned, the elements (mixer or swapper) are aligned.
 We proved in Chapter 5 that a mixer is a self-inverse; so is a swapper.
 The final and initial permutations are also inverses of each other.
 The left section of the plaintext at the encryption site, L0, is enciphered as L16 at

the encryption site; L16 at the decryption is deciphered as L0 at the decryption site.
The situation is the same with R0 and R16.
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Key Generation :

The round-key generator creates sixteen 48-bit keys out of a 56-bit cipher key. However, the
cipher key is normally given as a 64-bit key in which 8 extra bits are the parity bits, which are
dropped before the actual key-generation process, as shown in Fig.
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Parity Drop :
 The preprocess before key expansion is a compression transposition step that we

call parity bit drop.
 It drops the parity bits (bits 8, 16, 24, 32, …64) from the 64-bit key and permutes

the rest of the bits according to Table
 The remaining 56-bit value is the actual cipher key which is used to generate

round keys. The parity drop step (a compression D-box) is shown in Table

57 49 41 33 25 17 09 01

58 50 42 34 26 18 10 02

59 51 43 35 27 19 11 03

60 52 44 36 63 55 47 39

31 23 15 07 62 54 46 38

30 22 14 06 61 53 45 37

29 21 13 05 28 20 12 04

Shift Left :
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After the straight permutation, the key is divided into two 28-bit parts. Each part is shifted left
(circular shift) one or two bits. In rounds 1, 2, 9, and 16, shifting is one bit; in the other rounds, it
is two bits. The two parts are then combined to form a 56-bit part. Table 6.13 shows the number
of shifts for each round.

Number of bit shifts

Round

Bit shifts

1

1

2

1

3

2

4

2

5

2

6

2

7

2

8

2

9

1

10

2

11

2

12

2

13

2

14

2

15

2

16

1

Compression D-box :

The compression D-box changes the 58 bits to 48 bits, which are used as a key for a round. The
compression step is shown in Table 6.14.

Key-compression table

14 17 11 24 01 05 03 28

15 06 21 10 23 19 12 04

26 08 16 07 27 20 13 02

41 52 31 37 47 55 30 40

51 45 33 48 44 49 39 56

34 53 46 42 50 36 29 32

 DES Analysis:

Critics have used a strong magnifier to analyze DES. Tests have been done to measure the
strength of some desired properties in a block cipher. The elements of DES have gone through
scrutinies to see if they have met the established criteria. We discuss some of these in this
section.

Properties

Two desired properties of a block cipher are the avalanche effect and the completeness.

Avalanche Effect:



47

Avalanche effect means a small change in the plaintext (or key) should create a significant
change in the ciphertext. DES has been proved to be strong with regard to this property.

Completeness Effect:

It means that each bit of the ciphertext needs to depend on many bits on the plaintext. The
diffusion and confusion produced by D-boxes and S-boxes in DES, show a very strong
completeness effect.

 Design Criteria

The design of DES was revealed by IBM in 1994. Many tests on DES have proved that it
satisfies some of the required criteria as claimed. We briefly discuss some of these design issues.

S-Boxes : We have discussed the general design criteria for S-boxes in Chapter 5; we only
discuss the criteria selected for DES here. The design provides confusion and diffusion of bits
from each round to the next. According to this revelation and some research, we can mention
several properties of S-boxes.

1. The entries of each row are permutations of values between 0 and 15.

2. S-boxes are nonlinear. In other words, the output is not an affine transformation of
the input. See Chapter 5 for discussion on the linearity of S-boxes.

3. If we change a single bit in the input, two or more bits will be changed in the output.

4. If two inputs to an S-box differ only in two middle bits (bits 3 and 4), the
output must differ in at least two bits. In other words, S(x) and S(x  001100)
must differ in at least two bits where x is the input and S(x) is the output.

5. If two inputs to an S-box differ in the first two bits (bits 1 and 2) and are the same in
the last two bits (5 and 6), the two outputs must be different. In other words, we need
to have the following relation S(x)  S(x  11bc00), in which b and c are arbitrary bits.

6. There are only 32 6-bit input-word pairs (xi and xj), in which xi  xj 
(000000)2. These 32 input pairs create 32 4-bit output-word pairs. If we
create the difference between the 32 output pairs, d = yi yj, no more than 8
of these d’s should be the same.

7. A criterion similar to # 6 is applied to three S-boxes.
8. In any S-box, if a single input bit is held constant (0 or 1) and the other bits

are changed randomly, the differences between the number of 0s and 1s are
minimized.

D-Boxes:

Between two rows of S-boxes (in two subsequent rounds), there are one straight D-box
(32 to 32) and one expansion D-box (32 to 48). These two D-boxes together provide
diffusion of bits. We have discussed the general design principle of D-boxes in Chapter
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5. Here we discuss only the ones applied to the D-boxes used inside the DES function.
The following criteria were implemented in the design of D-boxes to achieve this goal:

1. Each S-box input comes from the output of a different S-box (in the previous
round).

2. No input to a given S-box comes from the output from the same box (in the
previous round).

3. The four outputs from each S-box go to six different S-boxes (in the next
round).

4. No two output bits from an S-box go to the same S-box (in the next round).
5. If we number the eight S-boxes, S1, S2, …, S8,

a. An output of Sj-2 goes to one of the first two bits of Sj (in the next round).
b. An output bit from Sj -1 goes to one of the last two bits of Sj (in the next

round).
c. An output of Sj +1 goes to one of the two middle bits of Sj (in the next round).

6. For each S-box, the two output bits go to the first or last two bits of an S-box
in the next round. The other two output bits go to the middle bits of an S-box
in the next round.

7. If an output bit from Sj goes to one of the middle bits in Sk (in the next round),
then an output bit from Sk cannot go to the middle bit of Sj. If we let j = k, this
implies that none of the middle bits of an S-box can go to one of the middle
bits of the same S-box in the next round.

Number of Rounds :

 DES uses sixteen rounds of Feistel ciphers.
 It has been proved that after eight rounds, each ciphertext is a function of every

plaintext bit and every key bit; the ciphertext is thoroughly a random function of
plaintext and ciphertext.

 Therefore, it looks like eight rounds should be enough. However, experiments have
found that DES versions with less than sixteen rounds are even more vul- nerable to
known- plaintext attacks than brute-force attack, which justifies the use of sixteen
rounds by the designers of DES.

 DES Weaknesses
During the last few years critics have found some weaknesses in DES.

Weaknesses in Cipher Design
We will briefly mention some weaknesses that have been found in the design of the cipher

S-boxes:

At least three weaknesses are mentioned in the literature for S-boxes.
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1. In S-box 4, the last three output bits can be derived in the same way as the first
output bit by complementing some of the input bits.

2. Two specifically chosen inputs to an S-box array can create the same output.

3. It is possible to obtain the same output in a single round by changing bits in only
three neighboring S-boxes.

D-boxes:

One mystery and one weakness were found in the design of D-boxes:

1. It is not clear why the designers of DES used the initial and final permutations;
these have no security benefits.

2. In the expansion permutation (inside the function), the first and fourth bits of every
4- bit series are repeated.

 Security of DES:

DES, as the first important block cipher, has gone through much scrutiny. Among the
attempted attacks, three are of interest: brute-force, differential cryptanalysis, and
linear cryptanalysis.

 Brute-Force Attack
We have discussed the weakness of short cipher key in DES. Combining this
weakness with the key complement weakness, it is clear that DES can be broken
using 255 encryptions. However, today most applications use either 3DES with two
keys (key size of 112) or 3DES with three keys (key size of 168). These two multiple-
DES versions make DES resistant to brute-force attacks.

Differential cryptanalysis:

 DES is not immune to that kind of attack. However, it has been revealed that the
designers of DES already knew about this type of attack and designed S-boxes and
chose 16 as the number of rounds to make DES specifically resistant to this type of
attack.

 Today, it has been shown that DES can be broken using differential cryptanalysis if we
have 247 chosen plaintexts or 255 known plaintexts.

 Although this looks more efficient than a brute-force attack, finding 247 chosen
plaintexts or 255 know plaintexts is impractical.

 Therefore, we can say that DES is resistant to differential cryptanalysis. It has also
been shown that increasing the number of rounds to 20 require more than 264 chosen
plaintexts for this attack, which is impossible because the possible number of plaintext
blocks in DES is only 264.
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 Linear Cryptanalysis

We discussed the technique of linear cryptanalysis on modern block ciphers in Chapter 5. Linear
cryptanalysis is newer than differential cryptanalysis.

DES is more vulnerable to linear cryptanalysis than to differential cryptanalysis, probably
because this type of attack was not known to the designers of DES. S-boxes are not very resistant
to linear cryptanalysis. It has been shown that DES can be broken using 243 pairs of known
plaintexts. However, from the practical point of view, finding so many pairs is very unlikely.

 The CAST Block Cipher

The CAST Block Cipher is an improvement of the DES block cipher, invented in Canada by
Carlisle Adams and Stafford Tavares. The name of the cipher seems to be after the initials of the
inventors. The CAST algorithm has 64 bit block size and has a key of size 64 bits.

CAST is based on the Feistel structure to implement the substitution permutation network. The
authors state that they use the Feistel structure, as it is well studied and free of basic structural
weaknesses.

Encryption Function :

The plaintext block is di- vided into a left half and a right half. The algorithm has 8 rounds. Each
round is essentially a Feistel structure. In each round the right half is combined with the round
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key using a function f and then XOR-ed with the left half. The new left half after the round is the
same as the right half before the round. After 8 iterations of the rounds, the left and the right half
are concatenated to form the ciphertext.

 BLOWFISH:

Blowfish is a 64-bit block cipher invented by Bruce Schneier. Blowfish was designed for fast
ciphering on 32-bit microprocessors. Blowfish is also compact and has a variable key length
which can be increased to 448 bits.

Blowfish is suitable for applications where the key does not change frequently like
communication links or file encryptors. However for applications like packet switching or as an
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F

64 bit Ciphertext

one-way hash function, it is unsuitable. Blowfish is not ideal for smart cards, which requires
even more compact ciphers. Blowfish is faster than DES when implemented on 32-bit

microprocessors.

Round Structure:

The algorithm is based on the Feistel
structure and has two important parts:
the round structure and the key 32 bits
expansion func- tion. 32 bits 32 bits

13 more iterations

6

8 P17

F

F

64 bit Plaintext

32 bits 32 bits
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Key Scheduling Algorithm:

The subkeys are computed using the following method:

1. The P-array and then the four S-Boxes are initialized with a fixed string. The string is
the hexadecimal digits of π.

2. P1 is XOR-ed with 32 bits of the key, P2 is XOR-ed with the next 32 bits of the key, and
so on for all the bits of the key. If needed the key bits are cycled to ensure that all the
P- array elements are XOR-ed.

1. An all-zero string is encrypted with the Blowfish algorithm, with the subkeys P1

to P18 obtained so far in steps 1 and 2.
2. P1 and P2 are replaced by the 64 bit output of step 3.
3. The output of step 3 is now encrypted with the updated subkeys to replace P3

and P4 with the ciphertext of step 4.
4. This process is continued to replace all the P-arrays and the S-Boxes in order.

This complex key-scheduling implies that for faster operations the subkeys should be
precomputed and stored in the cache for faster access.
Security analysis by Serge Vaudenay shows that for a Blowfish algorithm implemented with
known S-Boxes (note that in the original cipher the S-Boxes are generated during the encryption
process) and with r-rounds, a differential attack can recover the P-array with 28r+1 chosen
plaintexts.

 IDEA

IDEA is another block cipher. It operates on 64 bit data blocks and the key is 128 bit long. It was
invented by Xuejia Lai and James Massey, and named IDEA (International Data Encryption
Algorithm) in 1990, after modifying and improving the initial proposal of the cipher based on the
seminal work on Differential cryptanalysis by Biham and Shamir.

The design principle behind IDEA is the “mixing of arithmetical operations from different
algebraic groups”. These arithmetical operations are easily implemented both in hardware and
software.

The underlying operations are XOR, addition modulo 216, multiplication modulo 210+1.

The cipher obtains the much needed non-linearity from the later two arithmetical operations and
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does not use an explicit S-Box.
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Round Transformation of IDEA The 64-bit data is divided into four 16 bit blocks: X1, X2, X3,
X4. These four blocks are processed through eight rounds and transformed by the above
arithmetical operations among each other and with six 16 bit subkeys. In each round the
sequence of operations is as follows:

1. Multiply X1 and the first subkey.

2. Add X2 and the second subkey.

3. Add X3 and the third subkey.

4. Multiply X4 and the fourth subkey.

5. XOR the results of step 1 and 3.

6. XOR the results of step 2 and 4.

7. Multiply the results of steps 5 with the fifth subkey.

8. Add the results of steps 6 and 7.

9. Multiply the results of steps 8 with the sixth subkey.

10. Add the results of steps 7 and 9.

11. XOR the results of steps 1 and 9.

12. XOR the results of steps 3 and 9.

13. XOR the results of steps 2 and 10.

14. XOR the results of steps 4 and 10.

The outputs of steps 11, 12, 13 and 14 are stored in four words of 16 bits each, namely Y1, Y2, Y3

and Y4. The blocks Y2 and Y3 are swapped, and the resultant four blocks are the output of a round
of IDEA. It may be noted that the last round of IDEA does not have the swap step.

Instead the last round has the following additional transformations:

1. Multiply Y1 and the first subkey.

2. Add Y2 and the second subkey.
3. Add Y3 and the third subkey.
4. Multiply Y4 and the fourth subkey.

Finally, the ciphertext is the concatenation of the blocks Y1, Y2, Y3 and Y4.

Key Scheduling of IDEA :

 IDEA has a very simple key scheduling. It takes the 128 bit key and divides it into eight
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16 bit blocks.

 The first six blocks are used for the first round, while the remaining two are to be used
for the second round.

 Then the entire 128 bit key is given a rotation for 25 steps to the left and again divided
into eight blocks.

 The first four blocks are used as the remaining subkeys for the second round, while
the last four blocks are to be used for the third round.

 The key is then again given a left shift by 25 bits, and the other subkeys are obtained.
The process is continued till the end of the algorithm.

 For decryption, the subkeys are reversed and are either the multiplicative or additive
inverse of the encryption subkeys. The all zero subkey is considered to represent 216=–
1 for the modular multiplication operation, mod 216+1. Thus the multiplicative inverse
of 0 is itself, as –1 multiplied with –1 gives 1, the multiplicative identity in the group.

 Computing these keys may have its overhead, but it is a one time operation, at the
beginning of the decryption process.

 IDEA has resisted several cryptanalytic efforts. The designers gave argument to justify
that only 4 rounds of the cipher makes it immune to differential cryptanalysis.

 Joan Daemen, Rene Govaerts and Joos Vandewalle showed that the cipher had certain
keys which can be easily discovered in a chosen plaintext attack.

 They used the fact that the use of multiplicative subkeys with the value of 1 or -1 gives
rise to linear factors in the round function.

 A linear factor is a linear equation in the key, input and output bits that hold for all
possible input bits.

 The linear factors can be revealed by expressing the modulo 2 sum of LSBs of the
output subblocks of an IDEA round in terms of inputs and key bits.

 From the round structure of IDEA, the XOR of the LSBs of the first and second output
subblock of a round are represented by y1 and y2.

TOPIC 4:

ADVANCED ENCRYPTION STANDARD:
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The AES cipher:

 Like DES, AES is a symmetric block cipher.
 This means that it uses the same key for both encryption and decryption.
 However, AES is quite different from DES in a number of ways.
 The algorithm Rijndael allows for a variety of block and key sizes and not just the 64 and

56 bits of DES’ block and key size.
 The block and key can in fact be chosen independently from 128, 160, 192, 224, 256

bits and need not be the same.
 However, the AES standard states that the algorithm can only accept a block size of 128

bits and a choice of three keys - 128, 192, 256 bits.
 Depending on which version is used, the name of the standard is modified to AES-128,

AES-192 or AES- 256 respectively.
 As well as these differences AES differs from DES in that it is not a feistel structure.
 Recall that in a feistel structure, half of the data block is used to modify the other half of

the data block and then the halves are swapped. In this case the entire data block is
processed in parallel during each round using substitutions and permutations.

 A number of AES parameters depend on the key length. For example, if the key size
used is 128 then the number of rounds is 10 whereas it is 12 and 14 for 192 and 256 bits
respectively.

 At present the most common key size likely to be used is the 128 bit key. This
description of the AES algorithm therefore describes this particular implementation.

Rijndael was designed to have the following characteristics:

• Resistance against all known attacks.

• Speed and code compactness on a wide range of platforms.

• Design Simplicity.
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DATA UNITS IN AES:
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The overall structure of AES can be seen in below figure.

 The input is a single 128 bit block both for decryption and encryption and is known as
the in matrix.

 This block is copied into a state array which is modified at each stage of the algorithm
and then copied to an output matrix.

 Both the plaintext and key are depicted as a 128 bit square matrix of bytes. This key is
then expanded into an array of key schedule words (the w matrix).

 It must be noted that the ordering of bytes within the in matrix is by column. The same
applies to the w matrix.

Inner Workings of a Round:

The algorithm begins with an Add round key stage followed by 9 rounds of four stages and a
tenth round of three stages. This applies for both encryption and decryption with the exception
that each stage of a round the decryption algorithm is the inverse of it’s counterpart in the
encryption algorithm. The four stages are as follows:

1. Substitute bytes

2. Shift rows

3. Mix Columns
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4. Add Round Key

The tenth round simply leaves out the Mix Columns stage. The first nine rounds of the
decryption algorithm consist of the following:

1. Inverse Shift rows

2. Inverse Substitute bytes

3. Inverse Add Round Key

4. Inverse Mix Columns

Again, the tenth round simply leaves out the Inverse Mix Columns stage. Each of these stages
will now be considered in more detail.
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×

Figure: Overall structure of the AES algorithm.

Substitute Bytes:

 This stage (known as SubBytes) is simply a table lookup using a 16 16 matrix of byte
values called an s-box.

 This matrix consists×of all the possible combinations of an 8 bit sequence (28 = 16 16 =
256).

 However, the s-box is not just a random permutation of these values and there is a well
defined method for creating the s-box tables.

 The designers of Rijndael showed how this was done unlike the s-boxes in DES for
which no rationale was given.

 We will not be too concerned here how the s-boxes are made up and can simply take
them as table lookups.

 Again the matrix that gets operated upon throughout the encryption is known as state.
 We will be concerned with how this matrix is effected in each round. For this particular

Figure : Data structures in the AES algorithm.

round each byte is mapped into a new byte in the following way: the leftmost nibble of the byte
is used to specify a particular row of the s-box and the rightmost nibble specifies a column.

 For example, the byte 95 (curly brackets represent hex values in FIPS PUB 197)
selects row 9 column 5 which turns out to contain the value 2A . This is then
used to update the state matrix. Figure 7.3 depicts this idea.
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Figure: Substitute Bytes Stage of the AES algorithm.

The Inverse substitute byte transformation (known as InvSubBytes) makes use of an inverse s-
box. In this case what is desired is to select the value {2A} and get the value

{95}. Table 7.4 shows the two s-boxes and it can be verified that this is in fact the case.

 The s-box is designed to be resistant to known cryptanalytic attacks.
 Specifically, the Rijndael developers sought a design that has a low correlation between
input bits and output bits, and the property that the output cannot be described as a simple
mathemat- ical function of the input.
 In addition, the s-box has no fixed points (s-box(a) = a) and no opposite fixed points (s-
box(a) =−a) where −a is the bitwise compliment of a. The s-box must be invertible if
decryption is to be possible (Is-box[s-box(a)]= a) however it should not be its self inverse i.e. s-
box(a) ƒ= Is-box(a)
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Figure : AES s-boxes both forward and inverse.

Shift Row Transformation:

This stage (known as ShiftRows) is shown in figure 7.5. This is a simple permutation an nothing
more. It works as follow:

• The first row of state is not altered.

• The second row is shifted 1 bytes to the left in a circular manner.

• The third row is shifted 2 bytes to the left in a circular manner.

• The fourth row is shifted 3 bytes to the left in a circular manner.
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Figure : ShiftRows stage.

 The Inverse Shift Rows transformation (known as InvShiftRows) performs these cir- cular
shifts in the opposite direction for each of the last three rows (the first row was
unaltered to begin with).

 This operation may not appear to do much but if you think about how the bytes are
ordered within state then it can be seen to have far more of an impact. Remember that
state is treated as an array of four byte columns, i.e. the first column actually represents
bytes 1, 2, 3 and 4.

 A one byte shift is therefore a linear distance of four bytes. The transformation also
ensures that the four bytes of one column are spread out to four different columns.

Mix Column Transformation:

Add Round Key Transformation:

In this stage (known as AddRoundKey) the 128 bits of state are bitwise XORed with the 128 bits
of the round key. The operation is viewed as a columnwise operation between the 4 bytes of a
state column and one word of the round key. This transfor- mation is as simple as possible which
helps in efficiency but it also effects every bit of state.
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AES Key Expansion:

The AES key expansion algorithm takes as input a 4-word key and produces a linear array of 44
words. Each round uses 4 of these words as shown in figure 7.2. Each word contains 32 bytes
which means each subkey is 128 bits long. Figure 7.7 show pseudocode for generating the
expanded key from the actual key.

Figure : Key expansion pseudocode.

 The key is copied into the first four words of the expanded key.
 The remainder of the expanded key is filled in four words at a time.
 Each added word w[i] depends on −the immediately preceding word, w[i 1], and the word

four positions back w[i 4].

 In three out of four cases, a simple XOR is used. For a word whose position in the w
array is a multiple of 4, a more complex function is used. Figure illustrates the
generation of the first eight words of the expanded key using the symbol g to represent
that complex function. The function g consists of the following subfunctions:

1. RotWord performs a one-byte circular left shift on a word. This means that an input
word [b0, b1, b2, b3] is transformed into [b1, b2, b3, b0].

2. SubWord performs a byte substitution on each byte of its input word, using the s-
box described earlier.

3. The result of steps 1 and 2 is XORed with round constant, Rcon[j].

 The round constant is a word in which the three rightmost bytes are always 0. Thus the
effect of an XOR of a word with Rcon is to only perform an XOR on the leftmost byte of
the word.

 The round constant is different for each rou•ndand is defined as Rcon[j] = (RC[J ], 0,0,0),
with RC[1]= 1, RC[j]= 2 RC[j 1] and with multiplication defined over the field GF(28).
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The key expansion was designed to be resistant to known cryptanalytic attacks. The inclusion of
a round-dependent round constant eliminates the symmetry, or similarity, between the way in
which round keys are generated in different rounds.

Figure : AES key expansion.

The below Figure give a summary of each of the rounds. The ShiftRows column is depicted here
as a linear shift which gives a better idea how this section helps in the encryption.
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Figure : AES encryption round.

Equivalent Inverse Cipher

As can be seen from figure 7.1 the decryption ciphers is not identical to the encryption
ciphers. However the form of the key schedules is the same for both. This has the
disadvantage that two separate software or firmware modules are needed for applications
that require both encryption and decryption. As well as that, decryption is slightly less
efficient to implement. However, encryption was deemed more important than
decryption for two reasons:

4. For the CFB and OFB cipher mode (which we have seen before but will study
in more detail next) only encryption is used.

5. As with any block cipher, AES can be used to construct a message
authentication code (to be described later), and for this only encryption is
used.

However, if desired it is possible to create an equivalent inverse cipher. This means that
decryption has the same structure as the encryption algorithms. However, to achieve this,
achange of key schedule is needed. We will not be concerned with this alternate form but
you should be aware that is exists.
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UNIT-III

Public Key Cryptography

Introduction to Public key Cryptography:

 Public key cryptography also called as asymmetric cryptography.
 It was invented by whitfield Diffie and Martin Hellman in 1976. Sometimes this cryptography

also called as Diffie-Helman Encryption.
 Public key algorithms are based on mathematical problems which admit no efficient solution

that are inherent in certain integer factorization, discrete logarithm and Elliptic curve
relations.

Public key Cryptosystem Principles:

 The concept of public key cryptography in invented for two most difficult problems of
Symmetric key encryption.

 The Key Exchange Problem
 The Trust Problem

The Key Exchange Problem: The key exchange problem arises from the fact that communicating
parties must somehow share a secret key before any secure communication can be initiated, and both
parties must then ensure that the key remains secret. Of course, direct key exchange is not always
feasible due to risk, inconvenience, and cost factors.

The Trust Problem: Ensuring the integrity of received data and verifying the identity of the source of
that data can be very important. Means in the symmetric key cryptography system, receiver doesn‟t
know whether the message is coming for particular sender.
 This public key cryptosystem uses two keys as pair for encryption of plain text and Decryption

of cipher text.
 These two keys are names as “Public key” and “Private key”. The private key is kept secret

where as public key is distributed widely.
 A message or text data which is encrypted with the public key can be decrypted only with the

corresponding private-key
 This two key system very useful in the areas of confidentiality (secure) and authentication

A public-key encryption scheme has six ingredients

1 Plaintext This is the readable message or data that is fed into the algorithm as input.

2 Encryption
algorithm

The encryption algorithm performs various transformations on the plaintext.

3 Public key This is a pair of keys that have been selected so that if one is used for encryption,
the other is used for decryption. The exact transformations performed by the

algorithm depend on the public or private key that is provided as input4 Private key
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5 Ciphertext
This is the scrambled message produced as output. It depends on the plaintext

and the key. For a given message, two different keys will produce two different
ciphertexts.

6 Decryption
algorithm

This algorithm accepts the ciphertext and the matching key and produces the
original plaintext.

Public key cryptography for providing confidentiality (secrecy)

The essential steps are the following.
1. Each user generates a pair of keys to be used for the encryption and decryption of messages.
2. Each user places one of the two keys in a public register or other accessible file. This is the

public key.The companion key is kept private.As Figure 9.1a suggests, each user maintains a
collection of public keys obtained from others.

3. If Bob wishes to send a confidential message to Alice, Bob encrypts the message using Alice‟s
public key.

4. When Alice receives the message, she decrypts it using her private key. No other recipient can
decrypt the message because only Alice knows Alice‟s private key.
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There is some source A that produces a message in plaintext X = [X1, X2, . . . ,XM].

The M elements of X are letters in some finite alphabet. The message is intended for destination B.
B generates a related pair of keys: a public key, PUb, and a private key, PRb.
PRb is known only to B, whereas PUb is publicly available and therefore accessible by A.
With the message X and the encryption key PUb as input, A forms the ciphertext Y = [Y1, Y2, . . . , YN]:

The intended receiver, in possession of the matching private key, is able to invert the transformation:

Public key cryptography for proving Authentication:

The above diagrams show the use of public-key encryption to provide authentication:
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 In this case,A prepares a message to B and encrypts it using A‟s private key before
transmitting it. B can decrypt the message using A‟s public key. Because the message was
encrypted using A‟s private key, only A could have prepared the message. Therefore, the
entire encrypted message serves as a digital signature.

 It is impossible to alter the message without access to A‟s private key, so the message is
authenticated both in terms of source and in terms of data integrity.

Public key cryptography for both authentication and confidentiality (Secrecy)

It is, however, possible to provide both the authentication function and confidentiality by a double use
of the public-key scheme (above figure):

In this case, we begin as before by encrypting a message, using the sender‟s private key. This provides
the digital signature. Next, we encrypt again, using the receiver‟s public key. The final ciphertext can
be decrypted only by the intended receiver, who alone has the matching private key. Thus,
confidentiality is provided.

Applications for Public-Key Cryptosystems
Public-key systems are characterized by the use of a cryptographic algorithm with two keys, one held
private and one available publicly. Depending on the application, the sender uses either the sender‟s
private key or the receiver‟s public key, or both, to perform some type of cryptographic function. the
use of public-key cryptosystems into three categories
• Encryption /decryption: The sender encrypts a message with the recipient‟s public key.
• Digital signature: The sender “signs” a message with its private key. Signing is achieved by a
cryptographic algorithm applied to the message or to a small block of data that is a function of the
message.
• Key exchange: Two sides cooperate to exchange a session key. Several different approaches are
possible, involving the private key(s) of one or both parties.
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M=Cd mod = (Me mod n) d mon n =(Me)d mod n= Med mod n

Applications for Public-Key Cryptosystems
Algorithm Encryption/Decryption Digital Signature Key Exchange

RSA Yes Yes Yes
Elliptic Curve Yes Yes Yes

Diffie-Hellman No No Yes
DSS No Yes No

Public-Key Cryptanalysis
As with symmetric encryption, a public-key encryption scheme is vulnerable to a brute-force attack.
The countermeasure is the same: Use large keys. However, there is a tradeoff to be considered. Public-
key systems depend on the use of some sort of invertible mathematical function. The complexity of
calculating these functions may not scale linearly with the number of bits in the key but grow more
rapidly than that. Thus, the key size must be large enough to make brute-force attack impractical but
small enough for practical encryption and decryption. In practice, the key sizes that have been
proposed do make brute-force attack impractical but result in encryption/decryption speeds that are too
slow for general-purpose use. Instead, as was mentioned earlier, public-key encryption is currently
confined to key management and signature applications.

RSA Algorithm

 It is the most common public key algorithm.
 This RSA name is get from its inventors first letter (Rivest (R), Shamir (S) and Adleman (A)) in the

year 1977.
 The RSA scheme is a block cipher in which the plaintext & ciphertext are integers between 0 and

n-1 for some „n‟.
 A typical size for „n‟ is 1024 bits or 309 decimal digits. That is, n is less than 21024

Description of the Algorithm:
 RSA algorithm uses an expression with exponentials.
 In RSA plaintext is encrypted in blocks, with each block having a binary value less than some

number n. that is, the block size must be less than or equal to log2(n)
 RSA uses two exponents „e‟ and „d‟ where epublic and dprivate.
 Encryption and decryption are of following form, for some PlainText „M‟ and CipherText block

„C‟

Both sender and receiver must know the value of n.
The sender knows the value of „e‟ & only the reviver knows the value of „d‟ thus this is a public key
encryption algorithm with a

Public key PU={e, n}
Private key PR={d, n}

Requirements:
The RSA algorithm to be satisfactory for public key encryption, the following requirements must be
met:
1. It is possible to find values of e, d n such that “ Med mod n =M ” for all M<n
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2. It is relatively easy to calculate “ Me mod n “ and “ Cd mod n “for M<n
3. It is infeasible to determine “d” given „e‟ & „n‟. The “ Med mod n =M ” relationship holds if „e‟ &

„d‟ are multiplicative inverses modulo Ø(n).
Ø(n) Euler Totient function
For p,q primes where p*q and p≠q.
Ø(n)= Ø(pq)=(p-1)(q-1)

Then the relation between „e‟ & „d‟ can be expressed as “ “
this is equivalent to saying

That is „e‟ and „d‟ are multiplicative inverses mod Ø(n).
Note: according to the rules of modular arithmetic, this is true only if „d‟ (and „e‟) is relatively prime
to Ø(n).
Equivalently gcd(Ø(n), d)=1.

Steps of RSA algorithm:
Step 1Select 2 prime numbers p & q
Step 2Calculate n=pq
Step 3Calculate Ø(n)=(p-1)(q-1)
Step 4 Select or find integer e (public key) which is relatively prime to Ø(n).

ie., e with gcd (Ø(n), e)=1 where 1<e< Ø(n).

Step 5 Calculate “d” (private key) by using following condition. d< Ø(n).

Step 6 Perform encryption by using

Step 7 perform Decryption by using

Example:
1. Select two prime numbers, p = 17 and q = 11.
2. Calculate n = pq = 17 × 11 = 187.
3. Calculate Ø(n) = (p - 1)(q - 1) = 16 × 10 = 160.
4. Select e such that e is relatively prime to Ø(n) = 160 and less than Ø (n); we choose e = 7.
5. Determine d such that de ≡1 (mod 160) and d < 160.The correct value is d = 23, because 23 * 7 =
161 = (1 × 160) + 1; d can be calculated using the extended Euclid‟s algorithm

The resulting keys are public key PU = {7, 187} and private key PR = {23, 187}.
The example shows the use of these keys for a plaintext input of M= 88. For encryption,
we need to calculate C = 887 mod 187. Exploiting the properties of modular arithmetic, we can do this
as follows.
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The Security of RSA
Four possible approaches to attacking the RSA algorithm are
• Brute force: This involves trying all possible private keys.
• Mathematical attacks: There are several approaches, all equivalent in effort to factoring the
product of two primes.
• Timing attacks: These depend on the running time of the decryption algorithm.
• Chosen ciphertext attacks: This type of attack exploits properties of the RSA algorithm.

Diffie-Hellman Key Exchange

 Diffie-Hellman key exchange is the first published public key algorithm
 This Diffie-Hellman key exchange protocol is also known as exponential key agreement. And it is

based on mathematical principles.
 The purpose of the algorithm is to enable two users to exchange a key securely that can then be

used for subsequent encryption of messages.
 This algorithm itself is limited to exchange of the keys.
 This algorithm depends for its effectiveness on the difficulty of computing discrete logarithms.
 The discrete logarithms are defined in this algorithm in the way of define a primitive root of a

prime number.
 Primitive root: we define a primitive root of a prime number P as one whose power generate all

the integers form 1 to P-1 that is if „a‟ is a primitive root of the prime number P, then the

numbers
are distinct and consist of the integers form 1 through P-1 in some permutation.
For any integer „b‟ and „a‟, here „a‟ is a primitive root of prime number P, then

b≡ ai mod P 0 ≤ i ≤ (P-1)
The exponent i is refer as discrete logarithm or index of b for the base a, mod P.
The value denoted as ind a,p(b)
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Algorithm for Diffie-Hellman Key Exchange:

Step 1 two public known numbers q, α
q Prime number
α primitive root of q and α< q.

Step 2 if A & B users wish to exchange a key

a) User A select a random integer XA<q and computes

b) User B independently select a random integer XB <q and computes
c) Each side keeps the X value private and Makes the Y value available publicly to the outer

side.

Step 3 User A Computes the key as

User B Computes the key as
Step 4 two calculation produce identical results

(We know that )

(We know that )
The result is that the two sides have exchanged a secret key.
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Example:

MAN-in the Middle Attack (MITM)

Definition: A man in the middle attack is a form of eavesdropping where communication between two
users is monitored and modified by an unauthorized party.

Generally the attacker actively eavesdrops by intercepting (stoping) a public key message exchange.
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The Diffie- Hellman key exchange is insecure against a “Man in the middle attack”.

Suppose user „A‟ & „B‟ wish to exchange keys, and D is the adversary (opponent). The attack
proceeds as follows.

1. „D‟ prepares for the attack by generating two random private keys XD1 & XD2 and then
computing the corresponding public keys YD1 and YD2.

2. „A‟ transmits „YA‟ to „B‟

3. „D‟ intercepts YA and transmits YD1 to „B‟. and D also calculates

4. „B‟ receives YD1 & calculate
5. „B‟ transmits „YB‟ to „A”

6. „D‟ intercepts „YB‟ and transmits YD2 to „A‟ and „D‟ calculate K1

7. A receives YD2 and calculates

At this point, Bob and Alice think that they share a secret key, but instead Bob and Darth share secret
key K1 and Alice and Darth share secret key K2. All future communication between Bob and Alice is
compromised in the following way.

The key exchange protocol is vulnerable to such an attack because it does not authenticate the
participants. This vulnerability can be overcome with the use of digital signatures and public-key
certificates.

Elliptic Curve Cryptography

 Definition: Elliptic curve cryptography (ECC) is an approach to public-key cryptography based on
the algebraic structure of elliptic curves over finite fields. These are analogy of existing public key
cryptosystem in which modular arithmetic is replaced by operations defined over  elliptic curve.

 The use of elliptic curves in cryptography was suggested independently by Neal Koblitz
and Victor S. Miller in 1985.

 Elliptic curve cryptography (ECC) is one of the most powerful but least understood types of
cryptography in wide use today. An increasing number of websites make extensive use of ECC to
secure everything from customers' HTTPS connections to how they pass data between data
centers.

An elliptic curve is defined by an equation in two variables with coefficients. For cryptography, the
variables and coefficients are restricted to elements in a finite field, which results in the definition of a
finite abelian group.

Elliptic Curves over Real Numbers
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Cryptography and Network Security Unit - 3
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Cryptography and Network Security Unit - 3

ELGAMAL CRYPTOGRAPHIC SYSTEM:

 In 1984, T. Elgamal announced a public-key scheme based on discrete logarithms, closely
related to the Diffie-Hellman technique.

 EIGamal Algorithms are used for both digital signatures as well as encryption.

EIGamal Algorithm:-

Thus, functions as a one-time key, used to encrypt and decrypt the message. For example, let us
start with the prime field GF(19); that is, q = 19. It has primitive roots {2, 3, 10, 13, 14, 15 }. We
choose α = 10.

Alice generates a key pair as follows:
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h=H (M)

UNIT-IV

HASH FUNCTION:

It is a one of the authentication function; it accepts a variable size message M as input and produces
a fixed size output.

A hash value ‘h’ is generated by a function H of the form

M variable length message

H(M) fixed length hash value.

The hash code is also referred as Message Digest (MD) or hash value.

The main difference between Hash Function and MAC is a hash code does not use a key but is a
function only of the input message.

The hash value is appended to the message at the source at a time when the message is assumed or
known to be correct.

The receiver authenticates that message by re-computing the hash value.

Hash functions are often used to determine whether or not data has changed.

Figure 11.1 depicts the general operation of a cryptographic hash function
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APPLICATIONS OF CRYPTOGRAPHIC HASH FUNCTIONS

It is used in a wide variety of security applications and Internet protocols

Message Authentication

Message authentication is a mechanism or service used to verify the integrity of a message.
Message authentication assures that data received are exactly as sent (i.e., contain no modification,
insertion, deletion, or replay)

When a hash function is used to provide message authentication, the hash function value is often
referred to as a message digest.

Figure 11.2 illustrates a variety of ways in which a hash code can be used to provide message
authentication, as follows.

(a) The message plus concatenated hash code is encrypted using symmetric encryption. Because
only A and B share the secret key, the message must have come from A and has not been
altered.
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The hash code provides the structure or redundancy required to achieve authentication. Because
encryption is applied to the entire message plus hash code, confidentiality is also provided.

(b) Only the hash code is encrypted, using symmetric encryption. This reduces the processing
burden for those applications that do not require confidentiality

(c) It is possible to use a hash function but no encryption for message authentication. The
technique assumes that the two communicating parties share a common secret value S.A
computes the hash value over the concatenation of M and S and appends the resulting hash
value to M. Because B possesses, it can recomputed the hash value to verify. Because the secret
value itself is not sent, an opponent cannot modify an intercepted message and cannot generate
a false message.

(d) Confidentiality can be added to the approach of method (c) by encrypting the entire message
plus the hash code.

Digital Signatures

Another important application, which is similar to the message authentication application, is the
digital signature.

The operation of the digital signature is similar to that of the MAC. In the case of the digital
signature, the hash value of a message is encrypted with a user’s private key. Anyone who knows
the user’s public key can verify the integrity of the message that is associated with the digital
signature.

Figure 11.3 illustrates, in a simplified fashion, how a hash code is used to provide a digital
signature.
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REQUIREMENTS& SECURITY FOR A HASH FUNCTION:

The purpose of a hash function is to produce a “fingerprint” of a file, message or other block of
data. To be useful for message authentication, a hash function H must have the following
properties:

H can be applied to a block of data of any size

H produces a fixed length output.

H(x) is relatively easy to compute for any given x, making both hardware and software
implementations practical.

One-way property: - for any given value h, it is computationally infeasible to find x such that
H(x)=h. this sometimes referred to in the literature as the one way property.

Weak collision resistance:- for any given block x. it is computationally infeasible to find y≠x with
H(y)=H(x). this is referred as weak collision resistance.

Strong collision resistance:- it is computationally infeasible to find any pair (X,Y) such that
H(x)=H(y). this is referred as strong collision resistance.

A hash function that satisfies the first five properties in Table 11.1 is referred to as a weak hash
function. If the sixth property, collision resistant, is also satisfied, then it is referred to as a strong
hash function.

As with encryption algorithms, there are two categories of attacks on hash functions: brute-force
attacks and cryptanalysis
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Brute-Force Attacks

A brute-force attack does not depend on the specific algorithm but depends only on bit length. In
the case of a hash function, a brute-force attack depends only on the bit length of the hash value. A
cryptanalysis, in contrast, is an attack based on weaknesses in a particular cryptographic algorithm.

Cryptanalysis

As with encryption algorithms, cryptanalytic attacks on hash functions seek to exploit some
property of the algorithm to perform some attack other than an exhaustive search. The way to
measure the resistance of a hash algorithm to cryptanalysis is to compare its strength to the effort
required for a brute-force attack.

That is, an ideal hash algorithm will require a cryptanalytic effort greater than or equal to the brute-
force effort.

SHA(Secure Hash Algorithm):

In recent years, the most widely used hash function has been the Secure Hash Algorithm (SHA).

Introduction:

The Secure Hash Algorithm is a family of cryptographic hash functions developed by the NIST
(National Institute of Standards & Technology).

SHA is based on the MD4 algorithm and its design closely models MD5.

SHA-1 is specified in RFC 3174.

Purpose: Authentication, not encryption.

SHA-1 produces a hash value of 160 bits. In 2002, NIST produced a revised version of the
standard, FIPS 180-2, that defined three new versions of SHA, with hash value lengths of 256, 384,
and 512 bits, known as SHA-256, SHA-384, and SHA-512, respectively.

SHA-1 logic:

The algorithm takes a message with maximum of length of less than 264 bits.

Produce output is 160 bits message digest.

The input is processed 512 bits block.

Processed Steps:

Algorithm processing Steps:

Step1: Append Padding Bits

Step 2: Append Length

Step 3: Initialize MD Buffer

Step 4: Process Message in 512 bit (16-Word) Blocks

Step 5: Output
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Step-1: Appending Padding Bits: The original message is "padded" (extended) so that its length
(in bits) is congruent to 448, modulo 512. The padding rules are:

The original message is always padded with one bit "1" first.

Then zero or more bits "0" are padded to bring the length of the message up to 64 bits fewer than a
multiple of 512.

Step-2: append length: a block of 64 bits is appended to the message. This block is treated as
unsigned 64 bit integers (most significant byte first) and contains the length of the original
message.

Step-3: Initialize MD buffer: 160 bit buffer is used to hold intermediate and final results of the
hash function. This buffer can be represented as five 32 bit registers (A, B,C,D,E).

Step 4: Process message in 1024-bit (128-word) blocks. The heart of the algorithm is a module that
consists of 80 rounds; this module is labeled F in Figure 11.8. The logic is illustrated in Figure
11.9.
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MESSAGE AUTHENTICATION

Message authentication is a mechanism or service used to verify the integrity of a message.
Message authentication assures that data received are exactly as sent by (i.e., contain no
modification, insertion, deletion, or replay) and that the purported identity of the sender is valid.

MESSAGE AUTHENTICATION REQUIREMENTS

In the context of communications across a network, the following attacks can be identified

1. Disclosure: Release of message contents to any person or process not possessing the
appropriate cryptographic key.

2. Traffic analysis: Discovery of the pattern of traffic between parties. In a connection oriented
application, the frequency and duration of connections could be determined.

3. Masquerade: Insertion of messages into the network from a fraudulent source.

4. Content modification: Changes to the contents of a message, including insertion, deletion,
transposition, and modification.

5. Sequence modification: Any modification to a sequence of messages between parties,
including insertion, deletion, and reordering.

6. Timing modification: Delay or replay of messages. In a connection-oriented application, an
entire session or sequence of messages could be a replay of some previous valid session, or
individual messages in the sequence could be delayed or replayed.

7. Source repudiation: Denial of transmission of message by source.

8. Destination repudiation: Denial of receipt of message by destination.
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MESSAGE AUTHENTICATION FUNCTIONS

Any message authentication or digital signature mechanism has two levels of functionality. At the
lower level, there must be some sort of function that produces an authenticator: a value to be used
to authenticate a message. This lower-level function is then used as a primitive in a higher-level
authentication protocol that enables a receiver to verify the authenticity of a message. there are 3
types of functions that may be used to produce an authenticator.

• Hash function: A function that maps a message of any length into a fixed length hash value,
which serves as the authenticator
• Message encryption: The cipher text of the entire message serves as its authenticator
• Message authentication code (MAC): A function of the message and a secret key that produces
a fixed-length value that serves as the authenticator

Message Encryption
Message encryption by itself can provide a measure of authentication. The analysis differs for
symmetric and public-key encryption schemes.

MESSAGE AUTHENTICATION CODE (MAC)

This authentication technique involves the use of a secret key to generate a small fixed-size block
of data, known as a cryptographic checksum or MAC, that is appended to the message. This
technique assumes that two communicating parties,say A and B, share a common secret key
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When A has a message to send to B, it calculates the MAC as a function of the message and the key

The message plus MAC are transmitted to the intended recipient.The recipient performs the same
calculation on the received message, using the same secret key, to generate a new MAC. The received
MAC is compared to the calculated MAC (Figure 12.4a). If we assume that only the receiver and the
sender know the identity of the secret key, and if the received MAC matches the calculated MAC, then

1. The receiver is assured that the message has not been altered. If an attacker alters the
message but does not alter the MAC, then the receiver’s calculation of the MAC will differ
from the received MAC.
2. The receiver is assured that the message is from the alleged sender. Because no one else

knows the secret key.

SECURITY OF MACS:

Just as with symmetric and public-key encryption, we can group attacks on hash functions and
MACs into two categories: brute-force attacks and cryptanalysis.

brute-force attacks

A brute-force attack on a MAC is a more difficult undertaking than a brute-force attack on a hash
function because it requires known message-tag pairs. The strength of a hash function against
brute-force attacks depends solely on the length of the hash code produced by the algorithm, with
cost (2m/2). A brute-force attack on a MAC has cost related to min(2k, 2n), similar to symmetric
encryption algorithms. It would appear reasonable to require that the key length and MAC length
satisfy a relationship such as min(k, n) >= N, where N is perhaps in the range of 128 bits.

cryptanalysis.

As with encryption algorithms, cryptanalytic attacks on hash functions and MAC algorithms seek
to exploit some property of the algorithm to perform some attack other than an exhaustive search.
The way to measure the resistance of a hash or MAC algorithm to cryptanalysis is to compare its
strength to the effort required for a bruteforce attack. That is, an ideal hash or MAC algorithm will
require a cryptanalytic effort greater than or equal to the brute-force effort.
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HMAC:

In recent years, there has been increased interest in developing a MAC derived from a
cryptographic hash function, because they generally execute faster than symmetric block ciphers,
and because code for cryptographic hash functions is widely available.

A hash function such as SHA was not designed for use as a MAC and cannot be used directly for
that purpose because it does not rely on a secret key. There have been a number of proposals for the
incorporation of a secret key into an existing hash algorithm,originally by just pre-pending a key to
the message. Problems were found with these earlier, simpler proposals, but they resulted in the
development of HMAC.

HMAC Design Objectives:

• To use, without modifications, available hash functions. In particular, to use hash functions that
perform well in software and for which code is freely and widely available.

• To allow for easy replaceability of the embedded hash function in case faster or more secure
hash functions are found or required.

• To preserve the original performance of the hash function without incurring a significant
degradation.

• To use and handle keys in a simple way.

• To have a well understood cryptographic analysis of the strength of the authentication
mechanism based on reasonable assumptions about the embedded hash function.

HMAC Algorithm:
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Cipher-Based Message Authentication Code (CMAC)
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DIGITAL SIGNATURES

A digital signature is an authentication mechanism that enables thecreator of a message to attach a
code that acts as a signature. Typicallythe signature is formed by taking the hash of the message
and encrypting the message with the creator’s private key. The signature guarantees thesource and
integrity of the message.

The digital signature standard (DSS) is an NIST standard that uses thesecure hash algorithm
(SHA).

Properties

Message authentication protects two parties who exchange messages from any thirdparty.
However, it does not protect the two parties against each other. Several formsof dispute between
the two are possible.

DIGITAL SIGNATURE STANDARD

The Digital Signature Standard (DSS) makes use of the Secure Hash Algorithm (SHA) described
and presents a new digital signature technique, the Digital Signature

Algorithm (DSA).

This latest version incorporates digital signature algorithms based on RSA and on elliptic curve
cryptography. In this section, we discuss the original DSS algorithm. The DSS uses an algorithm
that is designed to provide only the digital signature function.
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Unlike RSA, it cannot be used for encryption or key exchange. Nevertheless, it is a public-key
technique.

In the RSA approach, the message to be signed is input to a hash function that produces a secure
hash code of fixed length. This hash code is then encrypted using the sender's private key to form
the signature. Both the message and the signature are thentransmitted. The recipient takes the
message and produces a hash code.

The recipient also decrypts the signature using the sender's public key. If the calculated hash code
matches the decrypted signature, the signature is accepted as valid. Because only the sender knows
the private key, only the sender could have produced a valid signature.

Digital Signature Algorithm

The DSA is based on the difficulty of computing discrete logarithms and is based on schemes
originally presented by ElGamal and Schnorr. The DSA signature scheme has advantages, being
both smaller (320 vs 1024bit) and faster over RSA. Unlike RSA, it cannot be used for encryption or
key exchange. Nevertheless, it is a public-key technique

DSA typically uses a common set of global parameters (p,q,g) for a community of clients, as
shown. A 160-bit prime number q is chosen. Next, a prime number p is selected with a length
between 512 and 1024 bits such that q divides (p – 1). Finally, g is chosen to be of the form h(p–1)/q

mod p where h is an integer between 1 and (p – 1) withthe restriction that g must be greater than 1.
Thus, the global public key components of DSA have the same for as in the Schnorr signature
scheme.
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Signing and Verifying

The structure of the algorithm, as revealed here is quite interesting. Note that the test at the end is
on the value r, which does not depend on the message at all. Instead, r is a function of k and the
three global public-key components. The multiplicative inverse of k (mod q) is passed to a function
that also has as inputs the message hash code and the user's private key. The structure of this
function is such that the receiver can recover r using the incoming message and signature, the
public key of the user, and the global public key.
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KEY MANAGEMENT AND DISTRIBUTION

Symmetric Key Distribution Using Symmetric Encryption For symmetric encryption to work, the
two parties to an exchange must share the same key, and that key must be protected from access by
others. Therefore, the term that refers to the means of delivering a key to two parties who wish to
exchange data, without allowing others to see the key. For two parties A and B, key distribution can
be achieved in a number of ways, as follows:

1. A can select a key and physically deliver it to B.

2. A third party can select the key and physically deliver it to A and B.

3. If A and B have previously and recently used a key, one party can transmit the new key to the
other, encrypted using the old key.

4. If A and B each has an encrypted connection to a third party C, C can deliver a key on the
encrypted links to A and B.

Physical delivery (1 & 2) is simplest - but only applicable when there is personal contact between
recipient and key issuer. This is fine for link encryption where devices & keys occur in pairs, but
does not scale as number of parties who wish to communicate grows.

3 is mostly based on 1 or 2 occurring first.A third party, whom all parties trust, can be used as a
trusted intermediary to mediate the establishment of secure communications between them (4).
Must trust intermediary not to abuse the knowledge of all session keys. As number of parties
grow,some variant of 4 is only practical solution to the huge growth in number of keys potentially
needed.



98

Key distribution centre:

The use of a key distribution centeris based on the use of a hierarchy of keys. At a minimum,
two levels of keys are used.

Communication between end systems is encrypted using a temporary key, often referred to as a
Session key.

Typically, the session key is used for the duration of a logical connection and then discarded

Master key is shared by the key distribution center and an end system or user and used to

encrypt the session key.

Symmetric Key Distribution Usingasymmetric Encryption

Because of the inefficiency of public key cryptosystems, they are almost never usedfor the direct
encryption of sizable block of data, but are limited to relatively smallblocks. One of the most
important uses of a public-key cryptosystem is to encryptsecret keys for distribution.Wesee many
specific examples of this in Part Five. Here,we discuss general principles and typical approaches.
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SECURITY AT APPLICATION LAYER

Syllabus:

Network Security-I Security at application layer: PGP and S/MIME, Security at the Transport
Layer: SSL and TLS

Topic 01:

E-Mail :

Architecture:

E-Mail Security:

 Sending an email is an one time activity.



 In IP Sec or SSl, We assume that two parties create a session between themselves and
exchange data in both the directions.

 In e-mail, there is no session. Alice and Bob cannot create a session.
 Alice sends a message to bob, sometimes later, bob read the message, and may or maynot

send a reply.

Cryptographic Algorithms:

 If e-mail is one time activity, how can the sender and receiver agree on a cryptographic
algorithm to use for email-security.

 If there is no session and no handshaking to negotiate algorithms for
encryption/decryption and hashing.

 A better solution is to define a set of algorithms.
 For example, Alice can choose triple DES  for encryption/decryption and MD5 for

hashing.
 In e-mail security, the sender of the message needs to include the name or identifiers of

the algorithms used in the message.



 PGP: Pretty Good Privacy



Compression:

 A further improvement is to compress the message and digest to make the packet
more compact.

 This improvement has no security benefit, but it eases the traffic.

Confidentiality with onetime session key:

 Confidentiality in an e-mail system can be achieved using conventional encryption
with a one-time session key.

 Alice can create a session key,use the session key to encrypt the messge and the
digest , and send the key itself with the message.

 However to protect the session key Alice encrypts it with Bob’s public key.
 When Bob receives the packet, he first decrypts the key, using his private key to

remove the key.
 He then uses the session key to decrypt the rest of the message.

 After, decompressing the rest of the message, Bob creates the digest of the
message and checks to see if it is equal to the digest sent by Alice.

 If it is, then message is authentic.



Code Conversion:

 Another service provided by PGP is code conversion.
 PGP uses Radix-64 conversion

Segmentation:

 PGP allows segmentation of the message after it has been converted to Radix-64 to make
each transmitted unit the uniform size as allowed by the underlying e-mail protocol.

Key rings:

 Alice needs to send messages to many people. She needs key rings.
 In this case , Alice needs a ring of public keys, with a key belonging to each person with

whom Alice needs to correspond .
 In addition, the PGP designers specified a ring of private/public keys.
 One reason that,Alice may wish to change her pair of keys from time to time.

 Another reason is that Alice may need to correspond with different groups of people.
 Alice may wish to use a different pair for each group.

1. Alice needs to send a message to another person in the community.

a) She uses her private key to sign the digest.
b) She uses the receiver’s public key to encrypt a newly created session key.
c) She encrypts the message and signed digest with the session key created.

2. Alice receives a message from another person in the community
a) She uses her private key to decrypt the session key.
b) She uses the session key to decrypt the message and digest.
c) She uses her public key to verify the digest.



PGP Algorithms:

The following algorithms are used in PGP.

Public key algorithms:

Symmetric key Algorithms:

The symmetric-key algorithms that are used for conventional encrypting are shown below



Hash Algorithm:



Compression Algorithms:

PGP Certificates:

X.509 Certificates

 Protocols that use X.509 certificates depend on the hierarchical structure of the trust.

 In X.509, there is a single path from the fully trusted authority to any certificate.
 PGP Certificates

 In PGP, there is no need for CAs; anyone in the ring can sign a certificate for anyone else
in the ring.



 In PGP, there can be multiple paths from fully or partially trusted authorities to any
subject.

Trusts and Legitimacy

 The entire operation of PGP is based on introducer trust, the certificate trust, and the
legitimacy of the public keys.

Introducer Trust Levels:

 With the lack of a central authority, it is obvious that the ring cannot be very large if every
user in the PGP ring of users has to fully trust everyone else.

 To solve problem, PGP allows different levels of trust.
 The number of levels is mostly implementation dependent, but for simplicity, let us assign

three levels of trust to any introducer: none, partial and full.

Certificate Trust Levels:

 When Alice receives a certificate from an introducer, she stores the certificate under the
name of the subject.

 She assigns a level of trust to this certificate.
1. Bob issues two certificates, one for Linda and one for Lesely.
2. Anne issues a certificate for John. Alice stores this certificate and public key under John’s

name , but assigns a partial level for this certificate.
3. Janette issues two certificates, one for John, and one for Lee. Alice stores John’s

certificate.
4. John issues a certificate for Lliz. Alice can discard or keep this certificate with a signature

trust of none.

Key Legitimacy:

The purpose of using introducer and certificate trusts is to determine the legitimacy of a public
key.

For example, suppose we assign the following weights to certificate trust levels:

1. A weight of  0 to a nontrusted certificate.
2. A weight of ½ to a certificate with partial trust
3. A weight of 1 to a certificate with full trust

Starting the ring:

1. Alice can physically obtain Bob’s public key. For example ,Alice and Bob can meet
personally and exchange a public key written on a piece of paper or to a disk.

2. If bob’s voice recognizable to Alice , Alice can call him and obtain his public key on the
phone.

3. A better solution proposed by PGP is for Bob to send his public key to Alice by e-mail.
4. In PGP, nothing prevents Alice from getting Bob’s public key from a CA in a separate

procedure. She can then insert the public key in a public key ring.



 Key Ring tables:

User Id: It is usually the e-mail address of the user.

Key Id: This column uniquely defines a public key among user’s public keys. It is calculated
as (key mod 264)

Public key: This column just lists the public key belonging to a particular private key/public
key pair.

Encrypted private key: This column shows the encrypted value of the private key in the
private/public key.

Timestamp: This column holds the time and date of the key pair creation.

Fig: Format of private key ring table

Public key ring table:

User Id: As in the private key ring table,the user ID is usually the email address of the
entity.

Key Id: As in the private key ring table, the key ID is the first(least significant) 64 bits of
the public key.

Public key: This is the public key of the entity.

Producer Trust: This column defines the producer lever of trust.

Certificate: This column holds the certificate or certificates signed by other entities for
this entity. A user ID may have more than one certificate.

Certificate Trust: This column represents the certificate trust or trusts.

Key Legitimacy: This value is calculated by PGP based on the value of the certificate
trust and the predefined weight for each certificate trust.

Timestamp: This column holds the time and date of the column creation

Fig: Format of public key ring table:



Trusted model in PGP:

Key invocation:

 It may become necessary for an entity to revoke his or her public key from the ring.
 This may happen if the owner of the key feels that the key is compromised (stolen, for

example) or just too old to be safe.



 Extracting information from rings:

Sender Site:

Receiver site:

Extracting information at the receiver site:



 PGP Packets:
 A message in PGP consists of one or more packets.

Fomat of packet header

Tag: The recent format for this field defines a tag as an 8-bit flag; the first bit is always 1.
The second bit is 1 If we are using the latest version.

Literal data packet:

Mode: This one byte field defines how data is written to the packet.

Length of next field: This one byte field defines the length of the next field.

File name: This variable length field defines the name of the file or message as an ASCII
string.

Time stamp: This four byte field defines the time of creation or last modification of the
message. The value can be 0,which means that the user chooses not to specify a time.

Literal data: This variable length field carries the actual data in text or binary (depending
on the value of the mode field).



Compressed data packet:

Compressed method: This one byte field defines the compression method used to
compress the data.The values are 1 and 2.

Compressed data: This variable length field carries the data after compression.

Encrypted data packet:

Signature packet:



Version: This one byte field defines the PGP version that is being used.

Length: This field was originally designed to show the length of the next two fields, but
because the size of these fields is now fixed, the value of this field is 5.

Signature type: This one byte field defines the purpose of the signature, the document it
signs.

Session key packet Encrypted with public key:



Public key packet:

User id packet:

User Id: This variable length defines the user ID of the sender. It is normally the name of
the user followed by an email address.



PGP Messages:

Encrypted message:

Signed message:

Certificate message:



Applications of PGP: PGP has been extensively used for personal e-mails.It will probably
continue to be.

 S/MIME:

 Another security service designed for electronic mail is Secure/Multipurpose
Internet Mail Extension (S/MIME).

 The protocol is an enhancement of the Multipurpose Internet Mail Extension
(MIME) protocol.

MIME defines five headers that can be added to the original e-mail header section to
define the transformation parameters:



MIME-Version:
 This header defines the version of MIME used. The current version is 1.1.

Content-Type:
 The content type and the content subtype are separated by a slash. Depending on

the subtype, the header may contain other parameters.

MIME allows seven different types of data. These are listed below



Text: The original message is in 7-bit ASCII format and no transformation by MIME is needed.

MultiPart: The body contains multiple, independent parts.

Messages: In message type, the body is itself an entire mail message, a part of a mail message or
a pointer to a messagg. Three subtypes are currently used: RFC 822,partial, and external body.

Content - Transfer – Encoding:

Content-Transfer-Encoding: <Type>



7-bit: This is 7-bit NVTASCII encoding.

8bit: This is 8-bit encoding.

Binary: This is 8-bit encoding. Non-ASCII characters can be sent, and  the length of the line can
exceed 1000 characters.

Radix -64 conversion

Quoted-printable



S/MIME:

 S/MIME adds some new content types to include security services to the MIME.

 All of these new types include the parameter “application/pkcs7-mime,” in which
“pkcs” defines “Public Key Cryptography Specification.”

Cryptographic Message Syntax (CMS)

 To define how security services, such as confidentiality or integrity, can be added
to MIME content types, S/MIME has defined Cryptographic Message Syntax
(CMS).

 The syntax in each case defines the exact encoding scheme for each content type.
For details, the reader is referred to RFC 3369 and 3370.

Enveloped data content type:



Digest data content type:

Encrypted data content type: This type is used to create an encrypted version of any content
type.

Authenticated data content type



Cryptographic Algorithms:

 S/MIME defines several cryptographic algorithms. The term “must” means an absolute
requirement; the term “should” means recommendation.

The following shows an example of an enveloped-data in which a small message is
encrypted using triple DES.



 SSL(Secure socket layer):

 SSL is designed to provide security and
compression services to data generated from the application

layer.

NULL:
 There is no key exchange in this method. No pre- master secret is established between

the client and the server.

 Both client and server need to know the value of the pre-master secret.

RSA:

 In this method, the pre-master secret is a 48-byte random number created by the client,
encrypted with the server’s RSA public key, and sent to the server.

 The server needs to send its RSA encryption/decryption certificate.

RSA key exchange; server public key



Anonymous Diffie-Hellman key exchange :

 This is the simplest and most insecure method.
 The pre-master secret is established between the client and server using the Diffie-

Hellman protocol.
 The Diffie-Hellman half keys are sent in plaintext.

 It is called anonymous Diffie-Hellman because neither party is known to the other.

Ephemeral Diffie-Hellman key exchange:

 To the man-in-the-middle attack, the ephemeral Diffie-Hellman key exchange can be
used.

 Each party sends a Diffie-Hellman key signed by its private key.
 The receiving party needs to verify the signature using the public key of the sender.

Fixed Diffie-Hellman:

 Another solution is the fixed Diffie-Hellman method.

 All entities in a group can prepare fixed Diffie-Hellman parameters(g and p).
 Then each entity can create a fixed Diffie-Hellman half-key(gx).

Fortezza:

 It is a registered trademark of the U.S National Security Agency(NSA).



 It is a family of security protocols developed for the Defense Department.

Encryption/Decryption algorithms:

 There are several choices for the encryption/decryption algorithm.

NULL: The NULL category simply defines the lack of an encryption/decryption algorithm.

Stream RC: Two RC algorithms are defined in stream mode.

Block RC: One RC algorithm is defined in block mode.

DES: All DES algorithms are defined in block mode.DES 40_CBC uses a 40-bit key. Standard DES
is defined as DES_CBC.3DES_EDE_CBC uses a 168-bit key.

IDEA: The one IDEA algorithm defined in block mode is IDEA_CBC , with a 128-bit key.

Fortezza: The one Fortezza algorithm defined in block mode is FORTEZZA_CBC , with a 96-bit
key.

Hash Algorithms: SSL uses hash algorithms to provide message integrity.Three hash functions are
defined.

NULL: The two parties may decline to use an algorithm. In this case, there is no hash function
and the message is not authenticated.



MD5: The two parties may choose MD5 as the hash algorithm. In this case, a 128-bit key MD5
hash algorithm is used.

SHA-1: The two parties may choose SHA as the hash algorithm. In this case, a 160-bit SHA-1
hash algorithm is used.

Cipher Suite:

The combination of key exchange, hash, and encryption algorithms defines a cipher suite for each
SSL session.

 Each suite starts with the term “SSL” followed by the key exchange algorithm.
 The word “WITH” separates with the key exchange algorithm from the encryption and

hash algorithm. For example,

Compression Algorithms:



 Compression is optional in SSLv3
 No specific algorithm is specified for SSLv3.

Cryptographic parameter generation:

The parameters are generated using the following properties
1. The client and server exchange two random numbers; one is created by the client

and the other by the server.
2. The client and server exchange one pre-master secret using one of the key-

exchange algorithms.
3. A 48-byte master secret is created from the pre-master secret by applying two hash

functions as shown above diagram.
4. The master secret is used to create variable-length key material by applying the

same set of hash function and prepending with different constants as shown in
below figure



5. Six different keys are extracted from the key material , as shown

Sessions and connections:

 SSL differentiates a connection from a session.
 A session is an association between a client and server.



 After a session is established , the two parties have communication information such as
the session identifier, the certificate authenticating each of them, the compression method ,
the cipher suite, and a master secret that is used to create keys for message authentication
encryption.

A session and connections

 For two entities to exchange data, the establishment of a session is necessary, but not
sufficient; they need to create a connection between themselves.

 A connection can consists of many connections. A connection between two parties can be
terminated and re-established within the same session.

 When a connection is terminated , the two parties can also terminate the session, bit is not
mandatory.

 To create a new session,the two parties need to go through a negotiation process.

Session state: A session is defined by the following parameters.

Connection state: A connection is defined by a connection state, a set of parameters established
between two peers.



 The client and the server have six different cryptography secrets: three read
secrets and three write secrets.

 The read secrets for the client are the same as the write secrets for the server
and vice versa.

 FOUR protocols:

 We have discussed the idea of SSL without showing how SSL accomplishes its tasks. SSL
defines four protocols in two layers, as shown in Figure



Handshake protocol:



c. A session ID that defines the session.

d. The selected cipher set from the client side

e. The selected compression method from the client list.

After Phase I, the client and server know the following:

 The version of SSL
 The algorithms for key exchange, message authentication, and encryption



 The compression method
 The two random numbers for key generation

Phase II: Server key exchange and Authentication

 In phase II the server authenticates itself if needed. The sender may send its certificate, its
public key, and also request certificates from the client.

 At the end, the server announces that the serverhello process is done.

Certificate: If it is required, the server sends a certificate message to authenticate itself.

ServerKeyExchange: After the certificate message, the server sends a ServerKey-Exchange
message that includes its contribution to the pre-master secret.

CertificateRequest: The server may require the client to authenticate itself.

ServerHelloDone: The last message in Phase II is the ServerHelloDone message, which is a
signal to the client that Phase II is over and that the client needs to start Phase III.

After Phase II,

 The server is authenticated to the client.
 The client knows the public key of the server if required.



Phase III: Client key exchange and authentication:



CertificateVerify:

 If the client has sent a certificate declaring that it owns the public key in the certificate,it
needs to prove that it knows the corresponding private key.

After Phase III,
 The client is authenticated for the server.

 Both the client and the server know the pre-master secret.



 RSA:
 Anonymous DH:

 Ephemeral DH
 Fixed DH

Phase IV Finalizing and Finishing:

 In Phase IV, the client and server send messages to change cipher specification and to
finish the handshaking protocol. Four messages are exchanged in this phase.

ChangeCipherSpec:
Finished:
ChangeCipherSpec:

After Phase IV, the client and server are ready to exchange data.



ChangeCipherSpec Protocol:

Alert Protocol:



 SSL uses the Alert Protocol for reporting errors and abnormal conditions.It has onlyone
message type, , the Alert message, that describes the problem and its level.

Record Protocol:

 The Record Protocol carries messages from the upper layer.

 The message is fragmented and optionally compressed.
 A MAC is added to the compressed message using the negotiated hash algorithm.

 Finally the SSL header is added to the encrypted message.





SSL message Protocol:

 As we have discussed, messages from three protocols and data from the application layer
are encapsulated in the Record Protocol messages.

ChangeCipherSpecProtocol:



Alert Protocol:

HandShake Protocol:







Certificate Message:



ServerHelloDone Message:

CertificateVerify Message:



ClientKeyExchange Message:

Finished Message:



Application Data:



 TRANSPORT LAYER SECURITY

 The Transport Layer Security (TLS) is the IETF standard version of the SSL protocol.

 The two are very similar, with slight differences.
 Instead of describing TLS in full , we highlight the differences between TLS and SSL

protocols.





Pre master secret:



The generation of the pre-master secret in TLS is exactly the same as in SSL.



Finished Message: The calculation of the hash for the finished message has also been
changed.

Record Protocol:







UNIT-VI

Syllabus:

Network Security-II

Security at the Network Layer: IPSec, System Security

Topic 1:

 Security at the Network Layer:

the transport layer.



TWO SECURITY PROTOCOLS:



It defines two protocols—the Authentication header(AH) Protocol and the Encapsulating
Security Payload(ESP) –to provide authentication and/or encryption for packets at the IP
level.



Encapsulating Security Payload(ESP):



IPV4 and IPV6:

IPSec supports both IPv4 and IPv6 . In IPv6 however, AH and ESP are part of the extension
header.

AH versus ESP:



Replay attack Protection:

When a packet arrives at the receiver, one of three things can happen, depending on the value of
the sequence number.

 SECURITY ASSOCIATION:

Security Association is a very important aspect of IPSec.

Idea of Security Association:

 A security association is a contract between two parties; it creates a secure channel
between them.

 Let us assume that Alice needs to unidirectionally communicate with bob.

 If Alice and Bob are interested in the confidentiality aspect of security, they can get a
shared secret key between themselves.

 We can say that there are two SAs between Alice and Bob; one outbound SA and one
Inbound SA.



Security Association Database(SAD):
 A Security Association can be very complex.

 This is particularly true if Alice wants to send messages to many people and bob needs to
receive messages from many people.

Security Parameter Index:

Destination Address:

Protocol:



SECURITY POLICY:

It defines the type of security applied to a packet when it is to be sent or when it has arrived.

Security Policy Database:

OUTBOUND SPD: When a packet is to be sent out, the outbound SPD is consulted.



1.Drop. This means that the packet defined by the index cannot be sent; it is dropped.

2. Bypass. This means that there is no policy for the packet with this policy index; the packet is
sent, bypassing the security header application.

3.Apply: In this bound SA is already established, the triple SA index is returned that selects the
corresponding SA from the outbound SAD.



 INTERNET KEY EXCHANGE:



Improved Diffie-Hellman key exchange:

 The key-exchange idea in ike is based on the Diffie-Hellman protocol.
 This protocol provides a session key between two peers without the need for the

existence of any previous secret.



:
Replay attack:



Man-In The Middle Attack:













Digital signature method:







 ISAKMP:

Payloads:





Certification Payload:











Topic 2:

 System security:

Description of the system:

 A system is a vague entity that comprises the totality of the computing and the
communication environment over which the developers have some control.

 A system boundary demarcates between the protected and unprotected components of a
system.

 It defines the interface between the system and the outside world.
The components inside the system can also be divided into two distinct categories

1. Security Relevant: These components are crucial to the security.A malfunction or
penetration in these components can lead to security violations. The Operating
system (OS) and the computer hardware its examples.

2. Others: These are the objects that the system controls and protects.

USERS,TRUST AND TRUSTED SYSTEMS:



 A user is a person whose information the system protects and whose access to information
is controlled by the system.

 A user is in general trusted to keep his secret, often in the form of a password, confidential
from other users who do not have access to the trusted user’s documents.

 In order to protect against such a threat, a trusted user should be warned when he
accidentally gives away valuable information.

 However, if a user betrays this trust intentionally, then system security cannot handle such
a scenario.

 The system identifies a user through a unique identifier(ID) which is public information
like name or account number.

 The identifier must be unique and unforgettable.

 The act of associating a user with a unique identifier is called authentication.
 The identification number is used by the system to associate a process (a running

program) with a user.

 Trust in systems is built using the techniques of identification and authentication.
 Trusted system enforces a given security policy based on this trust.

 Trusted systems classify programs based on the level of trust on them.
 Trusted programs are responsible for the security of system.

BUFFER OVERFLOW AND MALICIOUS SOFTWARE

 Buffer overflow is a commonly known mistake that exist in some C implementations.

 These classes of bugs are extremely dangerous, as they write past the end or array and
hence corrupt the process stack.

 Often they change the return address of a process after a function call to a secret memory
location where a malicious code is planted.

 A buffer, often visualized as an array is a contiguous space of related variables of the same
data type.

 In C or C++ there are no automatic checks on the buffer, which means a user may write
past a buffer. This phenomenon is known as buffer overflow.

 Arrays, like all variables in C, can be either static or dynamic. Static variables are
allocated at load time on data segment.

 Dynamic variables are allocated at runtime on stack.
For example, consider the following C code snippet as a simple example of buffer
overflow.
int main()
{
int buffer[10];
buffer[20]=5;
}
Compilers will compile the above program without any errors. This seemingly simple
mistake can be used by the authors of malicious software to trigger their codes and thus
compromise security.

 A process, which is a program in execution, divided into three regions: text, data,
stack.



 The text region is decided by the program and is made of binary instructions and
read-only data.

 The initialized and uninitialized data region stores static variables.
 If the available memory is rendered unavailable , the process is blocked and

rescheduled with a larger memory space between the text and stack segments.

 A stack is a contiguous block of memory containing data,which grows from higher
memory address to lower ones.

 A stack of object has the property of LIFO (Last In First Out) which means that the last
object placed on the stack is the first object to be removed.

 Two of the most important stack operations are the PUSH and POP.

 PUSH adds an element at the top of the stack, while POP removes the last element from
the stack.

 This removes the last element from the stack.

 High level languages use stacks to implement procedure or function calls.
 After the call of a function, the program flow is changed towards the function being

called.

 But after the function finishes its task , the control returns to the instruction immediately
after the call function.

 The parameters of the function call, the return address and the local variables used in the
function are dynamically located in the stack.

 A register called the stack pointer(sp) points to the top of the stack.
 The bottom of the stack is a fixed address, while the sp is updated by the kernel at run

time to accommodate for extra space required by the local variables of the function.
 In general architectures like Intel,SPARC and MIPS processors, the stack grows down,

that is from higher memory address to lower memory address.

Consider the following C code:



Void function(int a, int b, int c)   {
char buffer1[5];
char buffer2[10];
}
void main()
{
function(1,2,3);
}

Example 1:
void function(int a,int b,int c) {
char buffer1[5];
char buffer2[10];
}
void main(){
function(1,2,3);
}

The corresponding assembly code to call the function is described next.The parameters immediate
values 1,2,3 are saved in the stack.In the assembly code, $ means immediate value and (%esp)
indicates the address value of the register stack pointer, esp. The number before the parenthesis
indicates the offset.



 Malicious programs:
 Malicious programs are those programs which try to subvert the expected operation of

secured and benign codes.
 The two most commonly known categories of malicious programs are worms and viruses.
 Although, worms also referred to as viruses, it would be appropriate to mention at this

point the difference between the two types.

Worms:
 These are programs that can run independently.

 It can propagate a full working version of itself to other machines.
 The term tries to draw an analogy of these programs with that of parasites which live

inside a host and uses its resources for its existence.
 The concept of a worm a program that spreads itself anong machines was first

mentioned in the classic science fiction, named “the shockwave Rider”by John
Brunner in 1975.

Viruses:

These programs on the other hand, cannot run independently.
 It requires the host program to run and host them.
These are analogous to the biological viruses, which are not alive themselves,but invade

and corrupt host cells.
The first time when the word VIRUS was used to indicate a program that infects a

computer was by David Gerroid in a science fiction, named “When Harlie was One”.
He defined computer virus to be a program that can infect other programs by modifying

them to include a copy of itself.

Logic Bombs:

 A logical bomb is a malicious program which has typically two parts: payload and
the trigger.

 The payload typically is a malicious piece of code, and the trigger is usually a
Boolean logic unit triggers the malicious code when the condition is satisfied.

 A trigger is usually developed using local conditions like date.
 These are inserted stealthily into a big program.
 They often have an objective of causing financial harm.

 Thus, logical bomb creates violation of security when some external events occur.
 An example is , a  person fired from his job, implanted logic bomb would delete all

the files in the system.
 Such example of logic bombs which fires on a particular time or date, say April

1,2010 is known as time bombs.

Trojans:

 Trojans are malicious programs that perform some harmless activities in addition
to some malicious activities.



 A Trojan horse is a program with some known or documented effect and some
undocumented or unexpected effects.

 A classic example is a password grabbing programs.
 A fake login prompt asks the user to enter the password.
 The program then obtains the password and displays an error message showing

incorrect password.
 Then the actual login prompt is displayed, thus making the user believe that he

typed in the password incorrectly.

 Now he enters the system with correct password, but meanwhile he has given his
password.

Spyware:

 Spyware is software that is used to collect information from a computer and transmit it
to another computer.

 The information which the spyware exports to the another system could be of the same
type as done by the viruses, but the difference is that spywares is that spywares do not
replicate.

Examples of information gathered include the following:
1. Passwords
2. Credit card numbers and bank secrets
3. Software license keys

Worms:

Intrusion Detection System (IDS):

An Intrusion Detection System (IDS) is a system that monitors network traffic for suspicious
activity and issues alerts when such activity is discovered. It is a software application that
scans a network or a system for harmful activity or policy breaching. Any malicious venture
or violation is normally reported either to an administrator or collected centrally using a
security information and event management (SIEM) system. A SIEM system integrates
outputs from multiple sources and uses alarm filtering techniques to differentiate malicious
activity from false alarms.
Although intrusion detection systems monitor networks for potentially malicious activity,
they are also disposed to false alarms. Hence, organizations need to fine-tune their IDS
products when they first install them. It means properly setting up the intrusion detection
systems to recognize what normal traffic on the network looks like as compared to malicious
activity.
Intrusion prevention systems also monitor network packets inbound the system to check the
malicious activities involved in it and at once sends the warning notifications.
Classification of Intrusion Detection System:
IDS is basically classified into 2 types:

1. Network Intrusion Detection System (NIDS):
Network intrusion detection systems (NIDS) are set up at a planned point within the



network to examine traffic from all devices on the network. It performs an observation of
passing traffic on the entire subnet and matches the traffic that is passed on the subnetts to
the collection of known attacks. Once an attack is identified or abnormal behavior is
observed, the alert can be sent to the administrator. An example of an NIDS is installing it
on the subnet where firewalls are located in order to see if someone is trying crack the
firewall.

2. Host Intrusion Detection System (HIDS):
Host intrusion detection systems (HIDS) run on independent hosts or devices on the
network. A HIDS monitors the incoming and outgoing packets from the device only and
will alert the administrator if suspicious or malicious activity is detected. It takes a
snapshot of existing system files and compares it with the previous snapshot. If the
analytical system files were edited or deleted, an alert is sent to the administrator to
investigate. Anexample of HIDS usage can be seen on mission critical machines, which
are not expected to change their layout.

Detection Method of IDS:
1. Signature-based Method:

Signature-based IDS detects the attacks on the basis of the specific patterns such as
number of bytes or number of 1’s or number of 0’s in the network traffic. It also detects on
the basis of the already known malicious instruction sequence that is used by the malware.
The detected patterns in the IDS are known as signatures.

Signature-based IDS can easily detect the attacks whose pattern (signature) already exists in
system but it is quite difficult to detect the new malware attacks as their pattern (signature) is
not known.

2. Anomaly-based Method:
Anomaly-based IDS was introduced to detect the unknown malware attacks as new
malware are developed rapidly. In anomaly-based IDS there is use of machine learning to
create a trustful activity model and anything coming is compared with that model and it is
declared suspicious if it is not found in model. Machine learning based method has a
better generalized property in comparison to signature-based IDS as these models can be
trained according to the applications and hardware configurations.

Comparison of IDS with Firewalls:
IDS and firewall both are related to the network security but an IDS differs from a firewall as
a firewall looks outwardly for intrusions in order to stop them from happening. Firewalls
restrict access between networks to prevent intrusion and if an attack is from inside the
network it don’t signal. An IDS describes a suspected intrusion once it has happened and then
signals an alarm.

Firewalls:

Definition: Firewall is software or hardware based network security system that controls the
incoming and outgoing network traffic, based on applied rule set.

A fire wall establishes a barrier between a trusted secure internal network and another network.



Firewalls can be an effective means of protecting a local system or network of systems from
network-based security threats while at the same time affording access to the outside world via
wide area networks and the Internet.

THE NEED FOR FIREWALLS

 Centralized data processing system, with a central mainframe supporting a number of
directly connected terminals

 Local area networks (LANs) interconnecting PCs and terminals to each other and the
mainframe

 Premises network, consisting of a number of LANs, interconnecting PCs, servers, and
perhaps a mainframe or two

 Enterprise-wide network, consisting of multiple, geographically distributed premises
networks interconnected by a private wide area network (WAN)

 Internet connectivity, in which the various premises networks all hook into the Internet
and may or may not also be connected by a private WAN

FIREWALL CHARACTERISTICS

The following design goals for a firewall:

1. All traffic from inside to outside, and vice versa, must pass through the firewall. This is
achieved by physically blocking all access to the local network except via the firewall.
Various configurations are possible available in fire wall.

2. Only authorized traffic, as defined by the local security policy, will be allowed to pass.
Various types of firewalls are used, which implement various types of security policies, as
explained later in this chapter.

3. The firewall itself is immune to penetration. This implies the use of a hardened system
with a secured operating system. Trusted computer systems are suitable for hosting a
firewall and often required in government applications



Firewall controls:

Firewalls use to control access and enforce the site’s security policy. Originally, firewalls focused
primarily on service control, but they have since evolved to provide all four:

1. Service control: Determines the types of Internet services that can be accessed, inbound or
outbound. The firewall may filter traffic on the basis of IP address, protocol, or port
number; may provide proxy software that receives and interprets each service request
before passing it on; or may host the server software itself, such as a Web or mail service.

2. Direction control: Determines the direction in which particular service requests may be
initiated and allowed to flow through the firewall.

3. User control: Controls access to a service according to which user is attempting to access
it. This feature is typically applied to users inside the firewall perimeter (local users). It
may also be applied to incoming traffic from external users; the latter requires some form
of secure authentication technology, such as is provided in IPsec.

4. Behavior control: Controls how particular services are used. For example, the firewall
may filter e-mail to eliminate spam, or it may enable external access to only a portion of
the information on a local Web server.

Capabilities of firewall:

The following capabilities are within the scope of a firewall:

1. A firewall defines a single choke point that keeps unauthorized users out of the protected
network, prohibits potentially vulnerable services from entering or leaving the network,
and provides protection from various kinds of IP spoofing and routing attacks. The use of
a single choke point simplifies security management because security capabilities are
consolidated on a single system or set of systems.

2. A firewall provides a location for monitoring security-related events. Audits and alarms
can be implemented on the firewall system.

3. A firewall is a convenient platform for several Internet functions that are not security
related. These include a network address translator, which maps local addresses to Internet
addresses, and a network management function that audits or logs Internet usage.

4. A firewall can serve as the platform for IPsec.

Limitations of Firewalls:

Firewalls have their limitations



1. The firewall cannot protect against attacks that bypass the firewall. Internal systems may
have dial-out capability to connect to an ISP. An internal LAN may support a modem pool
that provides dial-in capability for travelling employees and telecommuters.

2. The firewall may not protect fully against internal threats, such as a disgruntled employee
or an employee who unwittingly cooperates with an external attacker.

3. An improperly secured wireless LAN may be accessed from outside the organization. An
internal firewall that separates portions of an enterprise network cannot guard against
wireless communications between local systems on different sides of the internal firewall.

4. A laptop, PDA, or portable storage device may be used and infected outside the corporate
network, and then attached and used internally.

TYPES OF FIREWALLS:

 Packet Filtering Firewall

 Application Level Gateway

 Circuit Level Gateway

Packet Filtering Firewall:

Packet filtering firewall applies a set of rules to each incoming and outgoing IP packet and then
forwards or discards the packet .The firewall is typically configured to filter packets going in both
directions (from and to the internal network). Filtering rules are based on information contained in
a network packet:

 Source IP address: The IP address of the system that originated the IP packet (e.g.,
192.178.1.1)

 Destination IP address: The IP address of the system the IP packet is trying to reach (e.g.,
192.168.1.2)

 Source and destination transport-level address: The transport-level (e.g., TCP or UDP)
port number, which defines applications such as SNMP or TELNET

 IP protocol field: Defines the transport protocol

 Interface: For a firewall with three or more ports, which interface of the firewall the packet
came from or which interface of the firewall the packet is destined for.

 possible default policies

Default = discard: That which is not expressly permitted is prohibited.

Default = forward: That which is not expressly prohibited is permitted.



Attacks on Packet Filters

 IP address spoofing: fake source address to be trusted add filters on router to block

 Source routing attacks: attacker sets a route other than default block source routed packets.

 Tiny fragment attacks: split header info over several tiny packets, either discard or
reassemble before check

Application Level Gateway (or Proxy)



•have application specific gateway / proxy

•has full access to Protocol

User requests service from proxy

Proxy validates request as legal

Then actions request and returns result to user

Can log / audit traffic at application level.

•Need separate proxies for each service

Some services naturally support proxying

Others are more problematic.

Circuit Level Gateway:

 It is a stand a-lone system or it can be a specialized function performed by an application
level gate way for certain applications.

 It does not permit end to end TCP connection; this relays two TCP connections, one
between itself and a TCP user on an inner host, and one between itself and TCP user on
outside host.

 Once the two connections are established, the gateway typically relays TCP segments
from one connection to the other without examining the content.



Example:

Circuit level gateway example is implementation of the SOCKS package.

SOCKS:

 This protocol designed to provide a framework for client-server application in both the
TCP & UDP domains to conveniently and securely use the services of a Network firewall.

 SOCKS server, which runs on a UNIX based firewall.

 SOCKS client library, which runs on internal hosts protected by the firewall.

 The implementation of the SOCKS protocol typically involves the recompilation or re-
linking of TCP-based client applications to use the appropriate encapsulation routines in
the SOCKS library.

 The SOCKS service is located on TCP port 1080.


